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Notice

1.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of
these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or
other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or
others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space system;
undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims
any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is
inconsistent with any Renesas Electronics data sheet, user’s manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but not
limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products
are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury,
injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging
degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.

10. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas

Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.

11. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is

prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

12. ltis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or

transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

13. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
14. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas

Electronics products.

(Note1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact Information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
WWWw.renesas.com www.renesas.com/contact/

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

© 2021 Renesas Electronics Corporation. All rights reserved.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the

products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)

A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
Input of signal during power-off state

Do not input signals or an 1/0O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Viu (Min.).
Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSI is not guaranteed.
Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.
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Preface

1.  About this document

This manual is generally organized into an overview of the product, descriptions of the CPU, system control functions,
peripheral functions, electrical characteristics, and usage notes. This manual describes the product specification of the
microcontroller (MCU) superset. Depending on your product, some pins, registers, or functions might not exist. Address
space that store unavailable registers are reserved.

2. Audience

This manual is written for system designers who are designing and programming applications using the Renesas
Microcontroller. The user is expected to have basic knowledge of electrical circuits, logic circuits, and the MCU.

3. Renesas Publications

Renesas provides the following documents. Before using any of these documents, visit www.renesas.com for the most up-

to-date version of the document.
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2. Audience
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3. Renesas Publications
HEE FIREUT XS, EFEREAXEXEZE, BiHElwww.renesas.combAIRENZ AL B & #7250

Component

Document Type

Description

Microcontrollers

Data sheet

Features, overview, and electrical characteristics of the MCU

User’s Manual: Hardware

MCU specifications such as pin assignments, memory maps,
peripheral functions, electrical characteristics, timing diagrams, and
operation descriptions

Application Notes

Technical notes, board design guidelines, and software migration
information

Technical Update (TU)

Preliminary reports on product specifications such as restriction and
errata

Software

User’'s Manual: Software

API reference and programming information

Application Notes

Project files, guidelines for software programming, and application
examples to develop embedded software applications

Component X{FRE Description
Microcontrollers BIER MCUBYEHME. BERF B S5
User’s Manual: Hardware MCUMSE, BIaNSIMoES. FE2sRET. SMEThEE. BSFHE. B
FFEMRERER
Az ES) BRI, BERIGITHEEMRGEIBHER
FAREFH(TU) Rl ENREFMMEHNNSRE
Software User’s Manual: Software APIBEFRHIZER
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Tools & Kits, Solutions

User’s Manual: Development Tools

User’'s Manual: Software

Quick Start Guide

User’s manual and quick start guide for developing embedded
software applications with Development Kits (DK), Starter Kits (SK),
Promotion Kits (PK), Product Examples (PE), and Application
Examples (AE)

Application Notes

Project files, guidelines for software programming, and application
examples to develop embedded software applications
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User’s Manual: Software
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4. Numbering Notation

The following numbering notation is used throughout this manual:

Example Description
011b Binary number. For example, the binary equivalent of the number 3 is 011b.
Ox1F Hexadecimal number. For example, the hexadecimal equivalent of the number 31 is described Ox1F. In
some cases, a hexadecimal number is shown with the suffix "h".
1234 Decimal number. A decimal number is followed by this symbol only when the possibility of confusion

exists. Decimal numbers are generally shown without a suffix.

4. WSS

TFEMBEREAUTHESHS:

5. Typographic Notation

The following typographic notation is used throughout this manual:

Example Description
011b TR, B, BEFINTHBIFENR011b,
Ox1F Zﬁi&ﬁﬁ']%ilo g0, #3189+ EHEERIIRER O F, ERLEERT, BRI &#RBERRE
Z'h"
1234 TR, (NEFTRENTEMEN, 7EHHEBEEM LTS, THEIBFRERHFELR.

Example

Description

5. HIRFTS

AFMBEREAUTERIGS

WDT.WDTRCR.RSTIRQS

Periods separated a function module symbol (WDT), register symbol (WDTRCR), and bit field symbol
(RSTIRQS).

WDT.WDTRCR A period separated a function module symbol (WDT) and register symbol (WDTRCR).
WDTRCR.RSTIRQS A period separated a register symbol (WDTRCR) and bit field symbol (RSTIRQS).
CKSJ[3:0] Numbers in brackets expresses a bit number. For example, CKS[3:0] occupies bits 3 to 0 of the WDT

Control Register (WDTCR) register.

Example Description
WDT.WDTRCR.RSTIRQS AR IRINEERRTT S (WDT). E1F88 RS (WDTRCR)FIE RS (RSTIRQS)o
WDT.WDTRCR B A FRINBEIRIRTT S (WDT) FI B 78855 S (WDTRCR)o
WDTRCR.RSTIRQS — MR RE 78RS (WDTRCRIFNLIH AT S (RSTIRQS)o

CKS[3:0]

6. Unit and Unit Prefix

The following units and unit prefixes are sometimes misleading. Those unit prefixes are described throughout this manual

with the following meaning:

FESHRBFRTI—MI. FE0, CKS[3:01&AWDTRI3EIOf
EHIFEFR(WDTCRIF 75,

6. SPIMBRIE
UF AR R MAEEN R EI2S, RESARNSERFNIRGTHEE, SXOT:

Symbol Name Description

b Binary Digit Single 0 or 1

B Byte This unit is generally used for memory specification of the MCU and address
space.

k kilo- 1000 = 103. k is also used to denote 1024 (210) but this unit prefix is used to
denote 1000 (103) throughout this manual.

K Kilo- 1024 = 20, This unit prefix is used to denote 1024 (210) not 1000 (103)
throughout this manual.

7. Special Terms

The following terms have special meanings.

Symbol Name Description
b T#HEHBF B0
B Byte ZB—RATMCUBNREEM L= 8],
k kilo- 1000=103, kBFAFHRR1024(210), BEAFMHP, LBURBHATERT
000(103)
K Kilo- 1024=210, EXFMH, ZPAURILAFRT1024(210)f1F=Z1000(
103)o

Term

Description

7. FRIFER

UTAREBEREBREHRS X

NC

Not connected pin. NC means that pin is not connected to the MCU.

Term

Description

Hi-Z

High impedance.

NC

REHESIM. NCRTIZSIBIREREIMCU,

Hi-Z

SRS




8.

Register Description

Each register description includes both a register diagram that shows the bit assignments and a register bit table that
describes the content of each bit. The example of symbols used in these tables are described in the sections that follow.

The following is an example of a register description and associated bit field definition.

HH XK DTCST - DTC Module Start Register

Bass

DfEst AddressiledC

ddiress: DTC = Oecd0i20_0C0D

Bitpotzion: 7 B 5 ] 3 z i —{2)
BitFigd:| — | — | — | -1 - | = lorest
Valesferest. 0 0 D 0 0 ] 0 o }—{(3)
(4) () ~(6)
Bit Symbol Function RIW |
0 DTCST DTC Module Start R
0:DTC module stop
1:DTC module start
1 - These bitz are read az 0. The wite value should be 0. .R'IW

(1) Function module symbol, register symbol, and address assignment

Function module symbol, register symbol, and address assignment of this register are generally expressed. Base Address
and Offset Address mean DTC Module Start Register (DTCST) of Data Transfer Controller (DTC) is assigned to address
0x4020_0CO00.

(2) Bit number

This number indicates the bit number. This bits are shown in order from bits 31 to 0 for 32-bit register, from bits 15 to 0
for 16-bit register, and from bits 7 to 0 for 8-bit register.

(3) Value after reset

This symbol or number indicate the value of each bit after a hard reset. The value is shown in binary unless specified
otherwise.

0:
1:

X:

Indicates that the value is 0 after a reset.

Indicates that the value is 1 after a reset.

Indicates that the value is undefined after a reset.

(4) Symbol

Symbol indicates the short name of bit field. Reserved bit is expressed with a —.

(5) Function

Function indicates the full name of the bit field and enumerated values.

(6) RIW

The R/W column indicates access type whether the bit field is readable or writable.

R/W: The bit field is readable and writable.
R: The bit field is readable only. Writing to this bit field has no effect.

W: The bit field is writable only. The read value is the same as after a reset unless specified otherwise.

£ A 5t BR

THRBEUTEDFER, U TRFFSERMBXAF BREXBIRE.

XXX DTCST : DTC Module Start Register

Base Address:DTC = Owd0Z0_0CI0

Dfiest AddressleclC
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Bit pofision: 7 B B 3 3 z [ e V4
BitFigk:| — | — | — | -1 = | = lotesr
Valeaferesst. 0 0 0 0 0 0 0 0 —{3)
(4) (3) -6}
Bit Symbol Function | RIW |
0 DTCST DTC Module Start RN
0:DTC medule stop
1:DTC module start
71 - These bitz are read az 0. The wiite value should be 0. .R'IW
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RREMFEN0,
RREMREN.
RTEMFZERE X

(4) Symbol

SRR EM. REALA—RT.

(5) Function

BRIE R 2 M EE,

(6) Rl'wW

RWHIHE R FE B ARG BRI 5 RiA 0] KA,

RW: (I EIRAI o
R: R REM. BENZUIHE,
W: (R AIE, BFIFEZHERAE, SMREHESEMEHERR,




9. Abbreviations

Abbreviations used in this document are shown in the following table.

9. Abbreviations
AXEPERNES I TR

Abbreviation Description
AES Advanced Encryption Standard
AHB Advanced High-performance Bus
AHB-AP AHB Access Port
APB Advanced Peripheral Bus
ARC Alleged RC
ATB Advanced Trace Bus
BCD Binary Coded Decimal
BSDL Boundary Scan Description Language
DES Data Encryption Standard
DSA Digital Signature Algorithm
ETB Embedded Trace Buffer
ETM Embedded Trace Macrocell
FLL Frequency Locked Loop
FPU Floating Point Unit
HMI Human Machine Interface
IrDA Infrared Data Association
LSB Least Significant Bit
MSB Most Significant Bit
NVIC Nested Vector Interrupt Controller
PC Program Counter
PFS Port Function Select
PLL Phase Locked Loop
POR Power-on reset
PWM Pulse Width Modulation
RSA Rivest Shamir Adleman
SHA Secure Hash Algorithm
S/H Sample and Hold
SP Stack Pointer
SWD Serial Wire Debug
SW-DP Serial Wire-Debug Port
TRNG True Random Number Generator
UART Universal Asynchronous Receiver/Transmitter
VCO Voltage Controlled Oscillator

Abbreviation Description
AES BRIMEAT
AHB FHME MRS
AHB-AP AHBIE)IR O]
APB FTHAVINE B4
ARC Alleged RC
ATB BRIRER S
BCD T 4mhS AT+t
BSDL BRPBERES
DES IR E AT
DSA BFEREE
ETB BRARRERE A X
ETM BRAIRER R 27T
FLL PSR
FPU FREBTT
HMI AMEQ
IrDA AR5 €537 P
LSB RIEBERL
MSB AR
NVIC HRER & FHTITH 25
PC Rt EEs
PFS I O IhAe kR
PLL BAEIF
POR Power-on reset
PWM Bkom 55 R 1A 1
RSA Rivest Shamir Adleman
SHA TeREERE
S/H RAEMRE
SP LR ET
SWD BOLER
SW-DP BIT&EIRRD
TRNG HREH R 88
UART BART WA S
VCO EfEiR% %
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4 BESTST B 100MHzArmCortex-M33R1%, =iA512KBRIBINTE, wEEIR(E, 8KB
HIBNEMH T BRILA128KBSRAM. SUSB2.0E R, MERSPIMISRIEINMNEEEM,

Leading-performance 100 MHz Arm Cortex-M33 core, up to 512 KB code flash memory with background operation, 8 KB
Data flash memory, and 128 KB SRAM with Parity. High-integration with USB 2.0 Full-Speed, Quad SPI, and advanced
analog.

Features Features

BArm®Cortex®-M33R1%

OFHE I EBNAMVE-MEH@RATIERE: 10
OMHz@ArmIRIERIFETT (ArmMPU)

m General-Purpose 1/0 Ports
® 5-V tolerance, open drain, input pull-up, switchable driving ability

m Arm® Cortex®-M33 Core

o Armv8-M architecture with the main extension
o Maximum operating frequency: 100 MHz
o Arm Memory Protection Unit (Arm MPU)

m General-Purpose 1/O Ports
OSVAE. FHR. WA LA AIYRIRchEe

m Operating Voltage BT {FEEE@VCC: 2

— Protected Memory System Architecture (PMSAvS) e VCC:2.7t03.6V SZRIPHNERAZR(PMSAVE) ZEMPU(MPU_ TE36V
— Secure MPU (MPU_S): 8 regions S): 8B IFREMPUMPU_NS): 8 M XiZ@Sy .
— Non-secure MPU (MPU_NS): 8 regions m Operating Temperature and Packages sTickitBY28 B TEREMIIE@Ta=-40Cto+85°C

o SysTick timer

— Embeds two Systick timers: Secure and Non-secure instance
— Driven by LOCO or system clock

e CoreSight™ ETM-M33

= Memory

e Up to 512-KB code flash memory
e 8-KB data flash memory (100,000 program/erase (P/E) cycles)
e 128-KB SRAM

m Connectivity

o Serial Communications Interface (SCI) x 4
— Asynchronous interfaces
— 8-bit clock synchronous interface
— Smart card interface
— Simple IIC
— Simple SPI
— Manchester coding (SCI3, SCI4)
® 12C bus interface (IIC)
o Serial Peripheral Interface (SPI)
® Quad Serial Peripheral Interface (QSPI)
e USB 2.0 Full-Speed Module (USBFS)
e Control Area Network module (CAN)

= Analog

o 12-bit A/D Converter (ADC12)
e 12-bit D/A Converter (DAC12)

m Timers

o General PWM Timer 32-bit (GPT32) x 2
e General PWM Timer 16-bit (GPT16) x 2
o Low Power Asynchronous General Purpose Timer (AGT) x 5

m Security and Encryption

o Arm® TrustZone®
— Up to three regions for the code flash
— Up to two regions for the data flash
— Up to three regions for the SRAM
— Individual secure or non-secure security attribution for each
peripheral

m System and Power Management

e Low power modes

e Battery backup function (VBATT)

o Realtime Clock (RTC) with calendar and VBATT support
e Event Link Controller (ELC)

o Data Transfer Controller (DTC)

o DMA Controller (DMAC) x 8

o Power-on reset

e Low Voltage Detection (LVD) with voltage settings

o Watchdog Timer (WDT)

e Independent Watchdog Timer (IWDT)

m Multiple Clock Sources

® Main clock oscillator (MOSC) (8 to 24 MHz)

e Sub-clock oscillator (SOSC) (32.768 kHz)

e High-speed on-chip oscillator (HOCO) (16/18/20 MHz)
e Middle-speed on-chip oscillator (MOCO) (8 MHz)

o [ow-speed on-chip oscillator (LOCO) (32.768 kHz)

o IWDT-dedicated on-chip oscillator (15 kHz)

® Clock trim function for HOCO/MOCO/LOCO

e PLL/PLL2

o Clock out support

— 64-pin LQFP (10 mm x 10 mm, 0.5 mm pitch)
— 48-pin QFN (7 mm X 7 mm, 0.5 mm pitch)
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o Ta=-40°C to +85°C BRI SystickiHT92 . ReMIFRL LA ALOCOKF

B BhIR T @CoreSight ETM-M33

= Memory

@=1%512-KBHEBINZ@8-KBEIEINE (100 000°KIERF
1R (PE)AHA) @128-KBSRAM

m Connectivity
@ E1TBEEO(SC)x4-BH O -8 by
HEL EO-BiEREO- & RIC-{E RSP
-SMHFRES(SCI3 SCI4) @I2C 2 4% O(
IC) @ BITHMEIEO(SPI) @R RITIME
#ZO(QSPI)@USB2.0E RIE R (USBFS) @
= I X LS 3R (CAN)

= Analog

e 12-bit A/D Converter (ADC12)
e 12-bit D/A Converter (DAC12)

m Timers

@;EFRAPWMIERY283211(GPT32)x 2 @BRAPWMERT2816
{ii(GPT16)x2 @RI R & @A E Y25 (AGT)x5

W= 2INE

o Arm® TrustZone®
REBATERZ=ZNXIE BIBATERZHENXIE SRAM
BRE=MXE §MMENEMLRLeHEREREEY

B AN B REE@RINEER @B &R INEE(VBATT)
@245 B HAIVBATTHISERY BY $4 (RTC) @ 5 £ HEIEIE 51128 (
ELC) @B Z HiE 523 (DTC) @DMAIEH28 (DMAC)x8@
THEENOAEHEEREMNREERNLVD)OEITHE
BY23(WDT) @M1 & 1A E T 23 (IWDT)

WZ R

@ik HEE (MOSC) (8F24MHz) @EIETH
w78 (SOSC) (32.768kHz) @BEE HikHE (
HOCO) (161820MHz) @K EiR%H23(MOCO)(
SMHz) @R A E#Rk3%23(LOCO)(32.768kHz) @IWDT
TR EiR%23(15kHz) @HOCOMOCOLOCOHIRT §h
HMIATHAE@PLLPLL2 @R shig 2 45

— 64-pin LQFP (10 mm x 10 mm, 0.5 mm pitch)
— 48-pin QFN (7 mm x 7 mm, 0.5 mm pitch)
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1. Overview

1. Overview

The MCU integrates multiple series of software- and pin-compatible Arm®-based 32-bit cores that share a common set of
Renesas peripherals to facilitate design scalability and efficient platform-based product development.

The MCU in this series incorporates a high-performance Arm Cortex®-M33 core running up to 100 MHz with the following

features:

e Up to 512 KB code flash memory

e 128 KB SRAM

e (Quad Serial Peripheral Interface (QSPI)

e USBFS

e Analog peripherals

e Security and safety features
1.1 Function Outline

Table 1.1 Arm core

RA4E1 R F i

1. Overview

1. Overview

MCUER T Z 1R IBVREMETFAmMOS IR BRI 2R, XEAREZ—AHBAKN
IniEbEIRE A e iRt Al RIENSRNE T Fa~mA Ko

ZARFIFHIMCUBE —DNBITME

BIX512KBHI RS A TE
e 128 KB SRAM
@0 & B 1TIM&IEO(QSPI)
e USBFS
Q@iEINIMG
O MR LINEE

11 IR

Table 1.1 B

S1A100MHzBI B M REArmCortex®-M33N1Z, BEELITE:

Feature

Functional description

Feature

ThHEEA

Arm Cortex-M33 core

e Maximum operating frequency: up to 100 MHz
Arm Cortex-M33 core:
— Armv8-M architecture with security extension
— Revision: rOp4-00rel0
e Arm Memory Protection Unit (Arm MPU)
— Protected Memory System Architecture (PMSAvVS8)
— Secure MPU (MPU_S): 8 regions
— Non-secure MPU (MPU_NS): 8 regions
e SysTick timer
— Embeds two Systick timers: Secure and Non-secure instance
— Driven by SysTick timer clock (SYSTICCLK) or system clock (ICLK)
e CoreSight™ ETM-M33

ArmCortex-M33W#%

o RATIEMZE: FHiX100MHz
e Arm Cortex-M33 core:
- HEREY EMNAmv8-MERH
— Revision: rOp4-00rel0
o ArmAEFRIFETT (ArmMPU)
- BRRIPPAERFAZERE(PMSAVSE)
- ZE£MPUMPU_S): 81 Xig
— Non-secure MPU (MPU_NS): 8 regions
e SysTick timer
— ERAFSystickitBies: REMIELE LA
—  HE3SysTickE BT 23BY$(SYSTICCLK) 3k & 45 B #h (ICLK) 3K B
e CoreSight™ ETM-M33

Table 1.2 Memory

Table 1.2 Memory

Feature

Functional description

Code flash memory

Maximum 512 KB of code flash memory.
See section 40, Flash Memory.

Data flash memory

8 KB of data flash memory.
See section 40, Flash Memory.

Feature IhgEIEA
KRB NE B A512KBHIKEBIAE,

BB NEL0T, N
BIBNTE 8KBEIENTE. BEIE40T

, NTF

Option-setting memory

The option-setting memory determines the state of the MCU after a reset.
See section 6, Option-Setting Memory.

Option-setting memory

IR B 7 i85 E 2 ILEMCUBTIRES.
BEHECT, EIURERF.

SRAM

On-chip high-speed SRAM with or without parity bit.
See section 38, SRAM.

SRAM

HHAH T BREMAMN A ESESRAM.
SI%38T, SRAM.

Table 1.3 System (1 of 2)

Table 1.3 R4 (10f2)

Feature

Functional description

Operating modes

Two operating modes:
e Single-chip mode
e SCI/USB boot mode
See section 3, Operating Modes.

Resets

The MCU provides 13 resets.
See section 5, Resets.

Feature IhgEIEA
BERER FFPIZIEER: @
o SCIUSBEEIET
BESREIT, REER.
Resets MCURH1 3R E N,

BEREST, BEE,

Low Voltage Detection (LVD)

The Low Voltage Detection (LVD) module monitors the voltage level input to the VCC pin. The
detection level can be selected by register settings. The LVD module consists of three separate
voltage level detectors (LVDO, LVD1, LVD2). LVDO, LVD1, and LVD2 measure the voltage level
input to the VCC pin. LVD registers allow your application to configure detection of VCC changes
at various voltage thresholds.

See section 7, Low Voltage Detection (LVD).

BB EARM(LVD)
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REBERMLVD)IERISITHAZIVCCI MW EEBF, RNERTLIBESFEFSRIZERER, LV
DR = MR EBEBEFRMEE (LVDO. LVD1. LVD2) #HAf., LVDO. LVD1FILVD2M &%
NEIVCCE MM EBERBT, LVDEESATFENNAEFREESMHBEERETRUVCCE L. &
SE7T, KEBERMLVD).
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Table 1.3 System (2 of 2)

RA4E1 R F i

1. Overview

Table 1.3 R4:(222)

Feature

Functional description

Feature

ThiEEA

Clocks

Main clock oscillator (MOSC)
Sub-clock oscillator (SOSC)
High-speed on-chip oscillator (HOCO)
Middle-speed on-chip oscillator (MOCO)
Low-speed on-chip oscillator (LOCO)
IWDT-dedicated on-chip oscillator
PLL/PLL2

e Clock out support
See section 8, Clock Generation Circuit.

Clocks

F B iR % 28 (MOSC)

Sub-clock oscillator (SOSC)

High-speed on-chip oscillator (HOCO)
Middle-speed on-chip oscillator (MOCO)
Low-speed on-chip oscillator (LOCO)
IWDT-dedicated on-chip oscillator
PLL/PLL2

o TRX%HF

EBNEST, BFhE B,

Clock Frequency Accuracy
Measurement Circuit (CAC)

The Clock Frequency Accuracy Measurement Circuit (CAC) counts pulses of the clock to be
measured (measurement target clock) within the time generated by the clock selected as the
measurement reference (measurement reference clock), and determines the accuracy
depending on whether the number of pulses is within the allowable range.When measurement is
complete or the number of pulses within the time generated by the measurement reference clock
is not within the allowable range, an interrupt request is generated.

See section 9, Clock Frequency Accuracy Measurement Circuit (CAC).

Eﬂ%%ﬁ%*ﬁ!ﬁiﬁﬂ% & (CAC

B s ST NS N 8 B ER (CAQ)TEHOE A M B EERI ¢ (NEEENT) FERREIRAXYENER

BEp CUEEARE) BIBKh#iTiTE, HREPREAVFEEN, SNETMENESER

zg(iﬂ’ﬂaﬁl‘amﬂ’ﬂ}ﬁ}ql%&*&ﬁﬁ%V\]Eﬂ“, BEEFEnER, BERNEIT, HHMEBEENE
CAQ)o

Interrupt Controller Unit (ICU)

The Interrupt Controller Unit (ICU) controls which event signals are linked to the Nested Vector
Interrupt Controller (NVIC), the DMA Controller (DMAC), and the Data Transfer Controller (DTC)
modules. The ICU also controls non-maskable interrupts.

See section 13, Interrupt Controller Unit (ICU).

Low power modes

Power consumption can be reduced in multiple ways, including setting clock dividers, stopping
modules, selecting power control mode in normal operation, and transitioning to low power
modes.

See section 10, Low Power Modes.

Battery backup function

A battery backup function is provided for partial powering by a battery. The battery-powered area
includes the RTC, SOSC, backup memory, and switch between VCC and VBATT.
See section 11, Battery Backup Function.

Register write protection

The register write protection function protects important registers from being overwritten due to
software errors. The registers to be protected are set with the Protect Register (PRCR).
See section 12, Register Write Protection.

Hh =128 S 7T (ICV) FREfTHIES T (ICUIERIMLE R ESERERERE
FREEHIZR(NVIC), DMAIZHZR(DMAC FIHUEZ HitTHIZS (DTORIR, ICUREH A B] B ikAI
B, ESHHE13T, FEIEHISRRTTICU),

IR BILUEE A AT, SIESENMOINEE. FEIERIR, FEBBREFEFERITHFIR
AR ERINFEER . BESHE 10T, RINFEEN.

B E M INEE TRt E N ThAE, MM HE, BB EERTC, SOSC. &N FEEEUAVCCHIVE
ATTZ BB, ESHE11T, BERD IR,

FEHERIP BESRSRIPMEIRIPFEESFHEAENGHIEMEES. ERIFNSFFHEHRIPEFSEEPR

CRIZE, FENE12T, FHERBERF

Memory Protection Unit (MPU)

The MCU has one Memory Protection Unit (MPU).
See section 15, Memory Protection Unit (MPU).

AERIPETIMPU)

MCUB— "M AEFFRIFETT(MPU),
BEH%E15T, RFEFRIFETIMPU)

Table 1.4 Event link

Table 1.4  ;ETHiEIE

Feature

Functional description

Feature

ThRELBA

Event Link Controller (ELC)

The Event Link Controller (ELC) uses the event requests generated by various peripheral
modules as source signals to connect them to different modules, allowing direct link between the
modules without CPU intervention.

See section 18, Event Link Controller (ELC).

B HEEEHER(ELO)

EventLinkController(ELO)ERAZMINERR=ENEFIBERIEANRES, BElEEIAENE
R, AFRRZ EEEREE, THECPUT. B2RE18T, SHEEIEFIZRELO,

Table 1.5 Direct memory access

Table 1.5 HIEATFIAIN

Feature

Functional description

Feature

ThiEiEA

Data Transfer Controller (DTC)

A Data Transfer Controller (DTC) module is provided for transferring data when activated by an
interrupt request.
See section 17, Data Transfer Controller (DTC).

DMA Controller (DMAC)

The MCU includes an 8-channel direct memory access controller (DMAC) that can transfer data
without intervention from the CPU. When a DMA transfer request is generated, the DMAC
transfers data stored at the transfer source address to the transfer destination address.

See section 16, DMA Controller (DMAC).

Table 1.6 External bus interface

Feature

Functional description

External bus

e QSPI area (EQBIU): Connected to the QSPI (external device interface)

RS RER2R(DTO)

%&?E)T’?Kﬁ??%‘]%%(DTC)*ﬁiiﬁ%?E%&EPI%E%SR?%&‘}%EW’?KM&?EO BERE17T, BIEEHITHIS(
DTC)s

DMA Controller (DMAC)

MCUBIHE— 1 8BEE ERATFILRITHIZ (DMAC), EFECPUTFMENAI LR, S~ EDMAE
(ﬁi%*fiﬂ‘, DMACKfETE R MRt It Y BUR R MBI M BARtit, BZNE 1677, DMAIZHIZE
DMAC),

Table 1.6  JMERER&IEO

Feature

THHEER

SMNER 2
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Table 1.7 Timers

RA4E1 R F i

1. Overview

Table 1.7 Timers

Feature

Functional description

Feature

ThiEEA

General PWM Timer (GPT)

The General PWM Timer (GPT) is a 32-bit timer with GPT32 x 2 channels and a 16-bit timer with
GPT16 x 2 channels. PWM waveforms can be generated by controlling the up-counter, down-
counter, or the up- and down-counter. In addition, PWM waveforms can be generated for
controlling brushless DC motors. The GPT can also be used as a general-purpose timer.

See section 21, General PWM Timer (GPT).

EAPWMIEBY28(GPT)

BAPWMERT 2 (GPT)@—M32MUER 2, BBAGPTI2x2BEM—M16MIENEE, BB
GPT16x2i81E, PWMIRAZB] LUBIITHEIINIT 4088, B ERER s IB It B 8e R =k, b4, wT
LXEE%%V(\IM‘I)%%%E%‘J%EUE%EEEMO GPTH AL BIEERENE. ESNE21T, BAPW
M7E B 28(GPT)o

Port Output Enable for GPT (POEG)

The Port Output Enable (POEG) function can place the General PWM Timer (GPT) output pins
in the output disable state
See section 20, Port Output Enable for GPT (POEG).

GPT(POEG) B3 %3 Hi fiE BE

iy %81 1 /3 A (POEG) THRE AT LUK @ A PWME BS 88 (GPT) it S BN B F R B AR, 15552
01, GPTitO%iH/EA(POEG),

Low power Asynchronous General
Purpose Timer (AGT)

The low power Asynchronous General Purpose Timer (AGT) is a 16-bit timer that can be used
for pulse output, external pulse width or period measurement, and counting external events. This
timer consists of a reload register and a down counter. The reload register and the down counter
are allocated to the same address, and can be accessed with the AGT register.

See section 22, Low Power Asynchronous General Purpose Timer (AGT).

RERTEA
BBERSER(AGT)

RIS Y BRAENERAGTE—N6ERS, AIATFRoPmEE. SMEBboRTE R E A &8 LIk
SMEREM I, ZENSH—PEHFERMN—NEMITHBRAN, ERNFFRMERITHRED
ERE—st, FJLUBIAGTHFSRNE. FENFE22T, MWERL ERAEREAGT.

Realtime Clock (RTC)

The realtime clock (RTC) has two counting modes, calendar count mode and binary count mode,
that are used by switching register settings. For calendar count mode, the RTC has a 100-year
calendar from 2000 to 2099 and automatically adjusts dates for leap years. For binary count
mode, the RTC counts seconds and retains the information as a serial value. Binary count mode
can be used for calendars other than the Gregorian (Western) calendar.

See section 23, Realtime Clock (RTC).

SEESRY$H(RTC)

KR RMRTOARMIHT SRR, BHITHRELN _#HEITHRR, BIRFERLEFER, X
FTHRAHE, RTCE—1M20005F 212099891005 BA, HBENEBEFHNER. WF=
HEITHER, RICEHBUBHARBEEREBAFIIE. —#FIHERXTRFAR (@A) LU
BWBR. ESME23T, EEHRTC,

Watchdog Timer (WDT)

The Watchdog Timer (WDT) is a 14-bit down counter that can be used to reset the MCU when
the counter underflows because the system has run out of control and is unable to refresh the
WDT. In addition, the WDT can be used to generate a non-maskable interrupt or an underflow
interrupt.

See section 24, Watchdog Timer (WDT).

A" BERE(WDT)

ABENSB (WD R —M4REITHRES, AIRATEITHETENEUMCU, BARGREX
]*’E%%Eiﬁﬂ%)?wmo t5h, WOTEIRFH=ER RPN, 52R%E24%, BIE
TERTER(WDT)o

Independent Watchdog Timer (IWDT)

The Independent Watchdog Timer (IWDT) consists of a 14-bit down counter that must be
serviced periodically to prevent counter underflow. The IWDT provides functionality to reset the
MCU or to generate a non-maskable interrupt or an underflow interrupt. Because the timer
operates with an independent, dedicated clock source, it is particularly useful in returning the
MCU to a known state as a fail-safe mechanism when the system runs out of control. The IWDT
can be triggered automatically by a reset, underflow, refresh error, or a refresh of the count value
in the registers.

See section 25, Independent Watchdog Timer (IWDT).

IR B E R 2R (IWDT)

IR B TAERBRIWDT) B S — M 14(0RE TR, HIUEHNHBITARS LB LT a8 Tido |
WDTHHE IMCUSE & B A 5] B il PR SR T s P UrBIIhEE. MT ERSSEAMINET BN RE
17, At S RGXEN, SEBMCUENSREZ 2 GLREIEI ARSI FZIEM, IWDTA LUE
%%gﬁ —F)fﬁT'i\ R R IRN T FRPHITRENRIRER L, BSIE25T, RUETAE
V&5 (IWDT)o

Table 1.8

Communication interfaces (1 of 2)

Feature

Functional description

Serial Communications Interface (SCI)

The Serial Communications Interface (SCI) x 4 channels have asynchronous and synchronous
serial interfaces:

e Asynchronous interfaces (UART and Asynchronous Communications Interface Adapter
(ACIA))
8-bit clock synchronous interface
Simple IIC (master-only)
Simple SPI
Smart card interface

e Manchester interface
The smart card interface complies with the ISO/IEC 7816-3 standard for electronic signals and
transmission protocol. SCIn (n =0, 3, 4, 9) has FIFO buffers to enable continuous and full-duplex
communication, and the data transfer speed can be configured independently using an on-chip
baud rate generator.
See section 27, Serial Communications Interface (SCI).

I2C bus interface (IIC)

The 12C bus interface (IIC) has 1 channel. The IIC module conforms with and provides a subset

of the NXP I12C (Inter-Integrated Circuit) bus interface functions.
See section 28, 12C Bus Interface (lIC).

Serial Peripheral Interface (SPI)

The Serial Peripheral Interface (SPI) has 1 channel. The SPI provides high-speed full-duplex
synchronous serial communications with multiple processors and peripheral devices.
See section 30, Serial Peripheral Interface (SPI).

Table 1.8 B&fE&OA 21TFH11)

Feature

ThHEER

BITEEREOG

BITREGEEOCQ4BEEERS MBS HTED: @
%O (VARTHIRD BE1Z OISR 35(ACIA)

suREIFENO

Simple IIC (master-only)

& B AYSPI

BeerEO

EMHERE

BHEFIEOFTAISOIEC7816-3BF 5 SHERMIMINATHE, SCIn(n=0 3 4 9)BBFIFOE H X LIS
%?;E%?g)@% HEAUERR ERFRAERRIURENIETREREE. SIE27T, 817
1H15 o

[=]

2C2£#EOC)

RCRLEONCOE1MEE, [CERFEHIZMENXPI2C (NEPEMBR) BLBEOMENFE
o BBIE28T, RCELEOIN),

ERITIMREROI(SPD)
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Table 1.8 Communication interfaces (2 of 2)

Feature

Functional description

RA4E1 R F i 1. Overview

Table 1.8 @EEQO 21HH21)

Control Area Network (CAN)

The Controller Area Network (CAN) module uses a message-based protocol to receive and
transmit data between multiple slaves and masters in electromagnetically noisy applications. The
module complies with the ISO 11898-1 (CAN 2.0A/CAN 2.0B) standard and supports up to 32
mailboxes, which can be configured for transmission or reception in normal mailbox and FIFO
modes. Both standard (11-bit) and extended (29-bit) messaging formats are supported. The CAN
module requires an additional external CAN transceiver.

See section 29, Controller Area Network (CAN) Module.

Feature IhsEISER

USB 2.0 Full-Speed module (USBFS)

The USB 2.0 Full-Speed module (USBFS) can operate as a host controller or device controller.
The module supports full-speed and low-speed (host controller only) transfer as defined in
Universal Serial Bus Specification 2.0. The module has an internal USB transceiver and
supports all of the transfer types defined in Universal Serial Bus Specification 2.0. The USB has
buffer memory for data transfer, providing a maximum of 10 pipes. Pipes 1 to 9 can be assigned
any endpoint number based on the peripheral devices used for communication or based on your
system.

See section 26, USB 2.0 Full-Speed Module (USBFS).

1R X A RILE (CAN) 15 83 5 15 0 (CAN) AR R 6 FR B T 0K B R W N AE PR R IR A5 R AR R A9 % ML AT 2 I MR A 15 B
IR, ZRIRATAIS011898-1(CAN2.OACAN2 0BT, &% K320 H0%E, FIACE /& EHpE
FFIFOR TR RESIER, ZhinaE (1111) My E (291 HERN. CANKIRFEZEINY
SMNERCANULR 2R, TESIMHE 297, ITHIZR/IIM(CANRIR,

Quad Serial Peripheral Interface (QSPI)

The Quad Serial Peripheral Interface (QSPI) is a memory controller for connecting a serial ROM
(nonvolatile memory such as a serial flash memory, serial EEPROM, or serial FeRAM) that has
an SPI-compatible interface.

See section 31, Quad Serial Peripheral Interface (QSPI).

USB2.OE I EIR(USBFS) USB2.0E I IE IR (USBFS) B LAE A EH U I8 s iR & 12 I8R5 1T

BRRLFERIEE (NREVUTHIZ) Fh, 0

BABRITELANTE20, ZERE—PAEUSBIL R, IFERHRTSLAMT20MEXBRAER
mEA, USBRERTHIEFENEPEMESR, REAURMNMNEE, JLURERTBENIE
REFREBECHNRANEE 1 ZONEEARRRES. BESHE26T, USBLOREEIR(USBFS),

Table 1.9 Analog

PO E% BT IM&IZO(QSPI) QuadSerialPeripheralinterface(QSPl) @ —F{F &3 1=HI2s, AT EZABSPIRAEZOMBITRO
M (JEZKIETFAERS, BIINRITINEFE. BITEEPROMILHRITFERAM) . EBNHE31T, MWid@iEs

1T9M&HEO(QSPI,

Feature

Functional description

Table 1.9 Analog

12-bit A/D Converter (ADC12)

A 12-bit successive approximation A/D converter is provided. Up to 9 analog input channels are
selectable.
See section 35, 12-Bit A/D Converter (ADC12).

12-bit D/A Converter (DAC12)

A 12-bit D/A converter (DAC12) is provided.
See section 36, 12-Bit D/A Converter (DAC12).

Feature IhgEREA
12-bit A/D Converter (ADC12) BT — MR RBIE RS, REALERMEMBNEE, B8HE35T, 1211AD
33(ADC12)o

Table 1.10 Data processing

R T — M1 2MUDAFE 2R (DACT 2),
BESREI6T, 121IDARIRER(DACT2).

12-bit D/A Converter (DAC12)

Feature

Functional description

Table 1.10 #0018

Cyclic Redundancy Check (CRC)
calculator

The Cyclic Redundancy Check (CRC) generates CRC codes to detect errors in the data. The bit
order of CRC calculation results can be switched for LSB-first or MSB-first communication.
Additionally, various CRC-generation polynomials are available.

See section 32, Cyclic Redundancy Check (CRC).

Feature IhgEiER

Data Operation Circuit (DOC)

The Data Operation Circuit (DOC) compares, adds, and subtracts 16-bit data. When a selected
condition applies, 16-bit data is compared and an interrupt can be generated.
See section 37, Data Operation Circuit (DOC).

B TR (CROITE S TBIF TURIREE (CRO) E A CRCHUED LU MIEUE AV EEIR, CRCITHELERAVALIREF B A #R AL SB-fir
stBiMSB-firsti@fs. Itsh, ERTUEREFCRCEM ST

BESRE32T, BIFTRRE(CRO.

Table 1.11 Security

HIEEE B (DOC) IR E B (DOC) M 16U BIBHITEL IR, MERMIBR. HEREERME, thB16IiEHT

R, FENE37T, HIERIEEREE(DOC),

Feature

Functional description

Table 1.11 Security

Securty function

ARMv8-M TrustZone security
Device lifecycle management
Debug access level

Key injection

Secure pin multiplexing

Feature IhgEEA

Secure Crypto Engine 9 (SCE9)

Symmetric algorithms: AES

Asymmetric algorithms: RSA, ECC, and DSA

Hash-value generation: SHA224, SHA256, GHASH
e 128-bit unique ID.

See section 34, Secure Cryptographic Engine (SCE9).

LEIhEE ARMvV8-M TrustZone security
REEmEIREE
AR A RIR 5

BEEN

Z25IMER

Note:  FSP has full HAL drivers for SCE9 but only access control circuit, random number generation circuit and unique ID are supported.
The operation of other circuits is not guaranteed.
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ZEME5IZ9(SCE9)

Symmetric algorithms: AES

o IEXIFRE’E: RSA. ECCHIDSA

e Hash-value generation: SHA224, SHA256, GHASH
.)1281@&—*/?1,‘:!0 BEBIHE3AT, TLMESIZE(SCE
9 o

Note:  FSPASCEIRMHTTEEAIHALIKENZRF, BINSIFIHRIEHIREE. KN E M B ME—ID,
FRIEE th BB BV Fo
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1.2

Figure 1.1 shows a block diagram of the MCU superset. Some individual devices within the group have a subset of the

features.

Block Diagram

Note:
Note 1.

Memory Bus Arm Cortex-M33 System

512 KB code flash

| MPU | | DSP || FPU | | POR/LVD | Clocks

| Mode control

MOSC/SOSC

I

8 KB data flash | IDAU |

(H/MIL) OCO
128 KB SRAM

MPU |

1 KB Standby | PLL/PLL2 |

SRAM

| NVIC |

| Power control CAC |

DMA | System timer |

o]

Battery backup

Register write
protection

DTC

| Test and DBG interface |

DMAC x 8

Timers Communication interfaces

| SCl x 4 | | QSPI | | I[e3 | | SPI | | CAN

USBFS

GPT32x2
GPT16x 2

AGT x5

RTC

WDT/IWDT

Event link Data processing Analog

ELC CRC

DAC12

ADC12

Security DOC
SCE9™"

Not available on all parts.
FSP has full HAL drivers for SCE9 but only access control circuit, random number generation circuit and unique ID are
supported. The operation of other circuits is not guaranteed.
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1. Overview

1.2

EE

E11 2R TMCUBEREER, AANFELEREMIcERFENINEE,

Note:

Memory

Bus

Arm Cortex-M33

System

512KBAEEIAE

| MPU |

| DSP | | FPU

| | POR/LVD | Clocks

8KBEIBINTF

128 KB SRAM

1 KB Standby
SRAM

DMA

DTC

DMAC x 8

MOSC/SOSC

IDAU

l

(H/MIL) OCO

MPU

Hi

| |ﬁﬁ§ﬂ |

PLL/PLL2 |

NVIC

|Iﬂ$¢§ﬁu | | CAC |

ROTERS 2R

| Icu | |§}ﬂEﬁ;‘ﬂ3 |

| MAFIDBGHED

| FERSRIP

Timers

GPT32x 2
GPT16 x 2

AGT x5

RTC

WDT/IWDT

| | SPI | | CAN

TEENHERE
ELC

Security
SCE9"

BRI

CRC

DOC

Analog

ADC12

DAC12

FAFEFRB M LERT A,

A1 FSPEBSCEINTTEHALIRENIER, BNFFARERI B, MR ERMBBME—ID, FRIEEMEBERAIRIE,

Figure 1.1

Block diagram

Figure 1.1

1

1.3 Part Numbering

Figure 1.2 shows the product part number information, including memory capacity and package type. Table 1.12 shows a

list of products.
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R7FA4E

FM #AA 0

|

Production identification code
Terminal material (Pb-free)

A: Sn (Tin) only

C: Others

Packaging
#A: Tray/Individual resale
#B: Tray/Full carton
#H: Tape and reel

Package type
FM: LQFP 64 pins
NE: QFN 48 pins

Quality Grade

Operating temperature
2:-40°Ct0 85°C

Code flash memory size
B: 256 KB
D: 512 KB

Feature set

Group number

Series name

RA family

Flash memory

Renesas microcontroller

Figure 1.2
Table 1.12

Product list

Part numbering scheme

Product part number

Package code

Code flash

Data
flash SRAM

Operating
temperature

R7FA4E10D2CFM

PLQP0064KB-C

R7FA4E10D2CNE

PWQNO0048KC-A

512 KB

8 KB 128 KB

-40 to +85°C

R7FA4E10B2CFM

PLQP0064KB-C

R7FA4E10B2CNE

PWQNO0048KC-A

256 KB

8 KB 128 KB

-40 to +85°C
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RA4ETRF FAf 1. Overview
T T T T TTTTT J B HFEIRHES
MR (E8)
A: Sn (Tin) only
C: Others
BEAA: HERREEY
B: HESMMEHH: MF
FN5 5
2
FM: LQFP 64 pins
NE: QFN 48 pins
REFR
TERE2: -40°CES8
5°C
RIBAFERN
B: 256 KB
D: 512 KB
Ihhesk
Hs
RYIBHR
ES RSP
N7z
Renesas microcontroller
Figure 1.2  SHHESHE
Table 1.12  F=@JI&
iR Il
ERI%S (ZE- e ] REBiRE NF SRAM
R7FA4E10D2CFM PLQP0064KB-C 512 KB 8 KB 128 KB -40 to +85°C
R7FA4E10D2CNE PWQNO0048KC-A
R7FA4E10B2CFM PLQP0064KB-C 256 KB 8 KB 128 KB -40 to +85°C
R7FA4E10B2CNE PWQNO0048KC-A
RO1UH0929EJ0100 Rev.1.00 RENESAS 520, H14517
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14 Function Comparison
Table 1.13 Function Comparison
R7FA4E10D2CFM R7FA4E10D2CNE
Parts number R7FA4E10B2CFM R7FA4E10B2CNE
Pin count 64 48
Package LQFP QFN
Code flash memory 512KB
256KB
Data flash memory 8 KB
SRAM 128 KB
Parity 64 KB
Standby SRAM 1KB
DMA DTC Yes
DMAC 8
System CPU clock 100 MHz (max.)

CPU clock sources

MOSC, SOSC, HOCO, MOCO, LOCO, PLL

CAC Yes

WDT/IWDT Yes

Backup register 128 B
Communication scI™ 4

Inc 1

SPI 1

CAN 1

USBFS Yes

QSPI Yes No
Timers GPT32™ 2

GPT16" 2

AGT" 5

RTC Yes
Analog ADC12 9 7

DAC12 1
Data processing CRC Yes

DOC Yes
Event control ELC Yes

Security

SCE92, TrustZone, and Lifecycle management

RAAE1FF FH 1. Overview
1.4 IhBetbiR
Table 1.13  IhEELLER
R7FA4E10D2CFM R7FA4E10D2CNE
EHES R7FA4E10B2CFM R7FA4E10B2CNE
¥R 64 48
Package LQFP QFN
REBIRNEF 512KB
256KB
HIENTF 8 KB
SRAM 128 KB
Parity 64 KB
Standby SRAM 1 KB
DMA DTC Yes
DMAC 8
System PRIGRIEETH 100 MHz (max.)
CPURYHPIR MOSC, SOSC, HOCO, MOCO, LOCO, PLL
CAC Yes
WDT/IWDT Yes
B EFSR 128 B
Communication scI™ 4
I[e 1
SPI 1
CAN 1
USBFS Yes
QSPI Yes No
Timers GPT321 2
GPT16™ 2
AGT" 5
RTC Yes
Analog ADC12 9 7
DAC12 1
HiEE CRC Yes
DOC Yes
BT ELC Yes
Security SCE9*2. TrustZonef4EmmEHIE R

Note 1. Available pins depend on the Pin count, about details see section 1.7. Pin Lists.
Note 2. FSP has full HAL drivers for SCE9 but only access control circuit, random number generation circuit and unique ID are supported.
The operation of other circuits is not guaranteed.
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1.5 Pin Functions

RA4E1 R F i

1. Overview

1.5 SIRThEE

Table 1.14 Pin functions (1 of 3)
Function Signal 110 Description
Power supply VCC Input Power supply pin. Connect it to the system power supply. Connect
this pin to VSS by a 0.1-yF capacitor. The capacitor should be
placed close to the pin.

VCL 110 Connect this pin to the VSS pin by the smoothing capacitor used to
stabilize the internal power supply. Place the capacitor close to the
pin.

VBATT Input Battery Backup power pin

VSS Input Ground pin. Connect it to the system power supply (0 V).

Clock XTAL Output Pins for a crystal resonator. An external clock signal can be input
through the EXTAL pin.

EXTAL Input

XCIN Input Input/output pins for the sub-clock oscillator. Connect a crystal
resonator between XCOUT and XCIN.

XCOUT Output

CLKOUT Output Clock output pin

Operating mode control MD Input Pin for setting the operating mode. The signal level on this pin must
not be changed during operation mode transition on release from
the reset state.

System control RES Input Reset signal input pin. The MCU enters the reset state when this
signal goes low.

CAC CACREF Input Measurement reference clock input pin

On-chip emulator TMS 1/0 On-chip emulator or boundary scan pins

TDI Input

TCK Input

TDO Output

SWO Output Serial wire trace output pin

SWDIO 110 Serial wire debug data input/output pin

SWCLK Input Serial wire clock pin

Interrupt NMI Input Non-maskable interrupt request pin

IRQN Input Maskable interrupt request pins

IRQN-DS Input Maskable interrupt request pins that can also be used in Deep
Software Standby mode

GPT GTETRGA, GTETRGB, Input External trigger input pins

GTETRGC, GTETRGD

GTIOCnA, GTIOCnB 1/0 Input capture, output compare, or PWM output pins

AGT AGTEEn Input External event input enable signals

AGTIOn 1/0 External event input and pulse output pins

AGTOn Output Pulse output pins

AGTOAN Output Output compare match A output pins

AGTOBN Output Output compare match B output pins

RTC RTCOUT Output Output pin for 1-Hz or 64-Hz clock

RTCICn Input Time capture event input pins

R01UH0929EJ0100 Rev.1.00 RENESAS Page 54 of 1451
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Table 1.14  5IH#IZHEE(10f3)
Function Signal 110 Description
IR vce Input BIRSIH, BHEERIRFKRR, BI—10.1uFRE RIS IE
EEIVSS, BANSEILSIMKE,
VCL 110 BEATRENSERNTEREEIRFUS I HNERERIVSSIM, 1§
BAREISIMKE,
VBATT Input BRSth& A ERR S | B
VSs Input S M. BEEEIRFBRROV),
Clock XTAL Output SRIEIREEHSI . JMBBYEME S HT LUBTEXTALS I No
EXTAL Input
XCIN Input BB PR 7 2R I NI 51 Bl. FEXCOUTHIXCINZ (Bl #—1
XcouT Output B
CLKOUT Output B EPAa L SR
BRI MD Input BFEERFERANSIM, EMEMRSERNRERXZIREAN
, FREHLSIH EHNESBE,
RY TS RES Input EMESHASIM. HiZESEMRN, MCUBANELRE,
CAC CACREF Input MESE BT ERIMNG|
On-chip emulator T™S 110 A ERESRFBAFESIH
TDI Input
TCK Input
TDO Output
SWO Output BRITHE R L 51
SWDIO 110 BITLIBRBIERARLS M
SWCLK Input ERITLEET RS | B
Interrupt NMI Input o] Rk P RTE RS |
IRQn Input B] R AR BTiE SR 5 | B
IRQn-DS Input AR P ETERSI#), WAl FDeep
REFNRN
GPT GTETRGA, GTETRGB, Input SMER Ak & BRI\ 5 | B
GTETRGC, GTETRGD
GTIOCnA, GTIOCnB 1/0 BNIBE. L R EPWMER 5 |
AGT AGTEEnN Input SMNEREHRNEREES
AGTIOn 110 SMERSE i N A BRI L 5 | R
AGTOn Output BXoRia 5 | B
AGTOAR Output it EE R ICER AR 5 | B
AGTOBn Output B IR LB L 5 B
RTC RTCOUT Output BT 1HzR64HZBT FF AV iR 5 | B
RTCICn Input BY {al R AN S | B
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Table 1.14 Pin functions (2 of 3)
Function Signal 110 Description
SClI SCKn 1/0 Input/output pins for the clock (clock synchronous mode)

RXDn Input Input pins for received data (asynchronous mode/clock synchronous
mode)

TXDn Output Output pins for transmitted data (asynchronous mode/clock
synchronous mode)

CTSn_RTSn 1/0 Input/output pins for controlling the start of transmission and
reception (asynchronous mode/clock synchronous mode), active-
low.

CTSn Input Input for the start of transmission.

SCLn 1/0 Input/output pins for the IIC clock (simple [IC mode)

SDANn 1/0 Input/output pins for the IIC data (simple 1IC mode)

SCKn 1/0 Input/output pins for the clock (simple SPI mode)

MISOn 1/0 Input/output pins for slave transmission of data (simple SPI mode)

MOSIn 110 Input/output pins for master transmission of data (simple SPI mode)

SSn Input Chip-select input pins (simple SPI mode), active-low

|[e3 SCLn 1/0 Input/output pins for the clock
SDANn 1/0 Input/output pins for data
SPI RSPCKA 1/0 Clock input/output pin

MOSIA 1/0 Input or output pins for data output from the master

MISOA 1/0 Input or output pins for data output from the slave

SSLAO 1/0 Input or output pin for slave selection

SSLA1 to SSLA3 Output Output pins for slave selection

CAN CRXn Input Receive data

CTXn Output Transmit data

USBFS VCC_USB Input Power supply pin

VSS_USB Input Ground pin

USB_DP 110 D+ pin of the USB on-chip transceiver. Connect this pin to the D+
pin of the USB bus.

USB_DM 1/0 D- pin of the USB on-chip transceiver. Connect this pin to the D- pin
of the USB bus.

USB_VBUS Input USB cable connection monitor pin. Connect this pin to VBUS of the
USB bus. The VBUS pin status (connected or disconnected) can be
detected when the USB module is operating as a function controller.

USB_VBUSEN Output VBUS (5 V) supply enable signal for external power supply chip

USB_OVRCURA-DS Input Overcurrent pins for USBFS that can also be used in Deep Software
Standby mode.

Connect the external overcurrent detection signals to these pins.
QSPI QSPCLK Output QSPI clock output pin
QSSL Output QSPI slave output pin
QIO0 to QIO3 110 Data0 to Data3
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Table 1.14 SIBIThEE (24, #34)
Function Signal /10 Description
SCI SCKn 110 ARSI (MRS ET)
RXDn Input BRWHIERNEASIE (RSRANHES R
TXDn Output FEBENELS I (B RANHRS )
CTSn_RTSn 110 BRI HATERNRAEMBRNFE (RPEXNHETE
®) , EEFEEXK.
CTSn Input FraafEimaviaN.
SCLn 110 NCEY PRI NI S IR (SR ICRT)
SDANn 110 NCHIEMM NS (BRICK)
SCKn 110 BN S (BERSPHRT)
MISOn 110 AFMIEmESiERmAmESIE (RSP
MOSIn 110 BWARHSIMATERESE (FRSPHRR)
SSn Input FEBANSIH (BESPER) , REFEXK
Inc SCLn 110 B S B B N\ B 5 1 BED
SDAn 110 B DN T
SPI RSPCKA 110 LD T
MOSIA 110 FAF M EH 58 EHE R I NS5 5 (B
MISOA 110 MAERHE 50 ) B3 N\ BB L 5 (B
SSLAO 110 MALIEZ B4 NSk 5 | B
SSLA1 to SSLA3 Output MAEIREV R L S |5
CAN CRXn Input BRI
CTXn Output REEIE
USBFS VCC_USB Input EBIRS |
VSS_USB Input S B
USB_DP 110 USBR LU R 2ZHID+5I R, Rt 5 BNERERIUSBRL&RID+5I/,
USB_DM 10 USBH £ 8889Dpin. 513 | BIEIEBIUSBAS L HIDpino
USB_VBUS Input USBREZSEREIS SRS B, SIS I BhEETIUSBRARIVBUS, HUSB
BRRIEANTHREIERIZREITRY, AILUQMIVBUSSIRIIRES (EiEilnFr
USB_VBUSEN Output VBUS(SV) W oh BRI RIS (BB EREIE S
USB_OVRCURA-DS Input B AT EDeepSoftware A ARIUSBF S 7t 5 | R
FNER,
MRS B RIS S i B X LS | R,
QsPI QSPCLK Output QSPIRY $4aHH 51 )
QSsL Output QSPIM AN A8 5| B
QIOO0 to QIO3 /0 Data0 to Data3
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1. Overview

Table 1.14 Pin functions (3 of 3)

RA4E1 R F i

1. Overview

Function Signal 110 Description
Analog power supply AVCCO Input Analog voltage supply pin. This is used as the analog power supply
for the respective modules. Supply this pin with the same voltage as
the VCC pin.
AVSSO Input Analog ground pin. This is used as the analog ground for the
respective modules. Supply this pin with the same voltage as the
VSS pin.
VREFH Input Analog reference voltage supply pin for the D/A Converter. Connect
this pin to AVCCO when not using the D/A Converter.
VREFL Input Analog reference ground pin for the D/A Converter. Connect this pin
to AVSSO0 when not using the D/A Converter.
VREFHO Input Analog reference voltage supply pin for the ADC12. Connect this pin
to AVCCO when not using the ADC12.
VREFLO Input Analog reference ground pin for the ADC12. Connect this pin to
AVSSO0 when not using the ADC12.
ADC12 ANmMn Input Input pins for the analog signals to be processed by the A/D
converter.
(m: ADC unit number, n: pin number)
ADTRGm Input Input pins for the external trigger signals that start the A/D
conversion, active-low.
DAC12 DAn Output Output pins for the analog signals processed by the D/A converter.
I/0 ports Pmn 110 General-purpose input/output pins
(m: port number, n: pin number)
P200 Input General-purpose input pin
RO1UH0929EJ0100 Rev.1.00 RENESAS Page 56 of 1451
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Table 1.14 SIBIThEE (397 RAI3H)
Function Signal /10 Description
RRINER R AVCCO Input BRINB RIS, XAES MERMRINBIR, HIZ5IHRHESY
CCEIRIERIRI B IE,
AVSSO0 Input RIS | H, XBES MEREDIM, FIZ5 RIS VSS
SIEEIMY B E,
VREFH Input BIREMBNIRINS ZBEBIRS M. TEADARIREN, KiL5|
BZERESIAVCCO,
VREFL Input DA B MIRIN S E M S|, FEADAKIRERN, KIL5IfNERE
E|AVSS0,
VREFHO Input ADC12MRINS Z BEBIRS M. FERADCI2Y, Kik5|MEsE
EJAVCCO,
VREFLO Input ADC12RRINB Z 125, L5 IHEZE
REERADCT 283 HAVSS0,
ADC12 ANmn Input AD¥ IR EREMRIME S WG, (m: ADCEITH
5, n: 5IHES)
ADTRGm Input T BohADEMRAVIMBAR R ESHIMNSIH, KRETEXK
DAC12 DAn Output R EUR R 83 AL IR RVAR NS S B9 H 5 | B
I/0 ports Pmn 110 BABMANRESIHE (m: KOS,
n: 5IfS)
P200 Input BRINGIA
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1. Overview

1.6 Pin Assignments

The following figures show the pin assignments from the top view.

RA4E1 R F i

1.6 SIS E

TEIMTARE

ERT5IMDE,

o o
oo o g
= = = =
% @ Z7]
z82 582
EEE EEE
85823885832 288 8583838885882y 288
faacanacanlSidaacaan faacacnacaacnl®iciaaaan
OAOOOOO00O000000000 OOOOOOO0O0O0000O000A0A00
2582323339385 28823 83 2582323338385 883 3
P500 [] 49 3 [ P300/TCKISWCLK P500 [] 4 32 [ P300/TCKISWCLK
vee s 31 [ P301 vee [ s 31 [3 P301
vss st 30 [ P302 vss [ st 30 [ P302
PO15 [ 52 29 [ P303 PO15 [] 52 29 [ P303
PO14 [] 53 28 [ P304 PO14 [] 53 28 [ P304
PO13 [ 5 27 [ P200 PO13 [ 5¢ 27 [ P200
VREFH [ 5 26 [ P201/MD VREFH [ 5 26 [ P201/MD
AVCCO [ 56 25 ] RES AVCCO [ 56 25 [ RES
AVSSOVREFL [ 57 24 [ P208 AVSSOVREFL [ 57 24 [ P208
VREFLO [ 58 23 [ P205 VREFLO [ 58 23 [ P205
VREFHO [0 22 [ P206 VREFHO [ 50 2 [ P206
P004 [ 60 21 [ P207 Po04 [ 60 21 [ P207
P003 [ 61 20 [ VCC_USB Po03 [ 6t 20 [ vec_uss
P002 [ 62 19 [] USB_DP Po02 [ 62 19 [7] USB_DP
P00t 63 O 18 [[] USB_DM P00t [ 63 O 18 [ USB_DM
PO00 [ 64 7 [ VSs_UsB PO00 [ ¢ 17 [ vss_UsB
e - - fm s b er oo oo e
O0O00000000000000 O0O0O0000000000000
- _ » O = = = 0 O =
8c8L38558=2=285588¢% S528LCE582=285588¢%
aada g < Q gEKk~>dadada aaa g < Q g ~>dadcdada
< (S} g Qo = %
< » w < o W
] S 9
o o~ o o~
o o
Figure 1.3 Pin assignment for LQFP 64-pin Figure 1.3 LQFP645| iy 5| il 53 B2
o o
(e ly=) o)y
= = = =
28] % 3
— O v — O v
EEE BEE
85385’«:83:288 838
TaaaalS8aTaTaaa . Eaaas aa
P500 | "] P300/TCKISWCLK P500 "' P300TCKISWCLK
PO15 P301 PO15 P301
PO14 P302 PO14 P302
PO13 P200 PO13 P200
VREFH P201/MD VREFH P201/MD
AVCCO RES AVCCO RES
AVSSONVREFL P206 AVSSONVREFL P206
VREFLO P07 VREFLO P207
VREFHO VCC_USB VREFHO VCC_USB
P002 USB_DP PO02 USB_DP
P00 USB_DM POO1 USB_DM
P000 {vss_uss PO00 {vss_uss
N A ZE® , 09 3s N HAZE®0 4, _,023K
FESG32EE0EER §g>Q8%EESFER
> R 50 > % s
S g S g
o o~ o o~
o o
Figure 1.4 Pin assignment for QFN 48-pin Figure 1.4 QFN485|iay 5| i1 53 B

1. Overview
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RA4E1 User's Manual 1. Overview RAAET1 R F Fft 1. Overview
1.7 Pin Lists 1.7 E11 RS
Table 1.15 Pin list (1 of 2) Table 1.15 SR (11, #21)
§ % | Power, System, § ® | BiF, R4E B
& | £ |Clock, Debug, 110 & F | A o |
3| o |cac ports | Ex. Interrupt | SCUIIC/SPIICAN/USBFS/QSPI GPT/AGT/RTC ADC12/DAC12 3| o |cac ports | Biff. I8 | SCIIIC/SPIICAN/USBFS/QSPI GPT/AGT/RTC ADC12/DAC12
1 — | — P400 IRQO SCK4/SCLO_A AGTIO1 — 1 e P400 IRQO SCK4/SCLO_A AGTIO —
2 - |— P401 IRQ5-DS CTS4_RTS4/SS4/SDA0_A/CTX0 GTETRGA —_ 2 — | — P401 IRQ5-DS CTS4_RTS4/SS4/SDAO_A/CTXO0 GTETRGA —_
3 1 CACREF P402 IRQ4-DS CTS4/CRX0 AGTIO0/AGTIO1/AGTIO2/AGTIO3/RTCICO | — 3 1 CACREF P402 IRQ4-DS CTS4/CRX0 AGTIO0/AGTIO1/AGTIO2/AGTIO3/RTCICO | —
4 2 | VBATT — — — — — 4 2 | VBATT — — — — —
5 |3 |voL — — — — — 5 |3 |voL — — — — —
6 4 | XCcIN — — — — — 6 4 | XCIN — — — — —
7 5 XcouTt - —_ —_ —_ - 7 5 XcouT — - - — —_
8 6 VSS — — — — — 8 6 VSS — — — — —
9 7 XTAL P213 IRQ2 — GTETRGC/AGTEE2 — 9 7 XTAL P213 IRQ2 — GTETRGC/AGTEE2 —
10 8 EXTAL P212 IRQ3 — GTETRGD/AGTEE1 — 10 8 EXTAL P212 IRQ3 — GTETRGD/AGTEE1 —
11 9 vCC — — — — — " 9 VCC — — — — —
12 - |—= P411 IRQ4 TXDO/MOSI0/SDAO/CTS3_RTS3/SS3 AGTOA1 — 12 - |— P411 IRQ4 TXDO/MOSI0/SDAO/CTS3_RTS3/SS3 AGTOA1 —
13 - |— P410 IRQ5 RXDO0/MISO0/SCL0/SCK3 AGTOB1 — 13 - |— P410 IRQ5 RXDO0/MISO0/SCLO/SCK3 AGTOB1 —_
14 10 | — P409 IRQ6 TXD3/MOSI3/SDA3 AGTOA2 — 14 10 [ — P409 IRQ6 TXD3/MOSI3/SDA3 AGTOA2 —
15 1 | — P408 IRQ7 CTS4/RXD3/MISO3/SCL3/SCLO_B AGTOB2 — 15 1 [— P408 IRQ7 CTS4/RXD3/MISO3/SCL3/SCLO_B AGTOB2 —
16 12 | — P407 | — CTS4_RTS4/SS4/SDA0_B/USB_VBUS AGTIO0/RTCOUT ADTRGO 16 12 | — P407 — CTS4_RTS4/SS4/SDAO_B/USB_VBUS AGTIO0/RTCOUT ADTRGO
17 13 | VSS_USB — — — — — 17 13 | VSS_USB — — — — —
18 14 | USB_DM — — — — — 18 14 | USB_DM — — — — —
19 15 | USB_DP — — — — — 19 15 | USB_DP — — — — —
20 16 | VCC_USB — — — — — 20 16 | VCC_USB — — — — —
21 17 | — P207 | — TXD4/MOSI4/SDA4/QSSL — — 21 17 | — P207 — TXD4/MOSI4/SDA4/QSSL — —
22 18 | — P206 IRQ0-DS RXD4/MISO4/SCL4/CTS9/USB_VBUSEN —_ — 22 18 | — P206 IRQO-DS RXD4/MISO4/SCL4/CTS9/USB_VBUSEN — —
23 — | CLKOUT P205 IRQ1-DS TXD4/MOSI4/SDA4/CTS9_RTS9/SS9/USB_OVRCURA-DS | GTIOC4A/AGTO1 — 23 — | CLKOUT P205 IRQ1-DS TXD4/MOSI4/SDA4/CTS9_RTS9/SS9/USB_OVRCURA-DS | GTIOC4A/AGTO1 —
24 — | — P208 | — Qlo3 — — 24 — | — P208 | — QI03 — —
25 19 | RES — — — — — 25 19 | RES — — — — —
26 20 | MD P201 —_ —_ —_ — 26 20 | MD P201 —_ —_ — —
27 21 | — P200 | NMI — — — 27 21 | — P200 | NMI — — —
28 - |— P304 IRQ9 — AGTEE2 — 28 e P304 IRQ9 — AGTEE2 —
29 — | = P303 | — CTS9 — — 29 — | = P303 | — CTS9 — —
30 22 | — P302 IRQ5 SSLA3 GTIOC4A — 30 22 | — P302 IRQ5 SSLA3 GTIOC4A —
31 23 | — P301 IRQ6 CTS9_RTS9/SS9/SSLA2 GTIOC4B/AGTIOO0 - 31 23 | — P301 IRQ6 CTS9_RTS9/SS9/SSLA2 GTIOC4B/AGTIOO0 —_
32 24 | TCK/SWCLK P300 | — SSLA1 — — 32 24 | TCK/ISWCLK P300 | — SSLA1 — —
33 25 | TMS/SWDIO P108 | — CTS9_RTS9/SS9/SSLAO AGTOA3 — 33 25 | TMS/SWDIO P108 | — CTS9_RTS9/SS9/SSLA0 AGTOA3 —
34 26 | TDO/SWO/CLKOUT | P109 | — TXD9/MOSI9/SDA9/MOSIA GTIOC1A/AGTOB3 — 34 26 | TDO/SWO/CLKOUT | P109 | — TXD9/MOSI9/SDA9/MOSIA GTIOC1A/AGTOB3 —
35 27 | TDI P110 IRQ3 RXD9/MISO9/SCLI/MISOA GTIOC1B/AGTEE3 — 35 27 | TDI P110 IRQ3 RXD9/MISO9/SCLY/MISOA GTIOC1B/AGTEE3 —
36 28 | — P111 IRQ4 SCK9/RSPCKA AGTOA5 —_ 36 28 | — P111 IRQ4 SCK9/RSPCKA AGTOAS5 —_
37 29 | — P112 | — SSLA0/QSSL AGTOBS — 37 29 | — P112 —_ SSLA0O/QSSL AGTOBS —_
38 — | — P113 | — — GTIOC2A/AGTEES — 38 — | — P113 — — GTIOC2A/AGTEES —
39 30 [ vCC — — — — — 39 30 | vCC — — — — —
40 31 | VSS — — — — — 40 31 | VSS — — — — —
41 - |— P107 | — —_ AGTOAO —_ 41 — | — P107 —_ —_ AGTOAOQ —
42 — | — P106 | — — AGTOBO — 42 — |— P106 | — — AGTOBO —
43 — | — P105 IRQO — GTETRGA/GTIOC1A/AGTO2 — 43 — | — P105 IRQO — GTETRGA/GTIOC1A/AGTO2 —
44 32 [ — P104 IRQ1 Qlo2 GTETRGB/GTIOC1B/AGTEE2 — 44 32 | — P104 IRQ1 Ql02 GTETRGB/GTIOC1B/AGTEE2 —
45 33 | — P103 | — CTS0_RTS0/SS0/CTX0/QI03 GTIOC2A/AGTIO2 — 45 33 | — P103 | — CTS0_RTS0/SS0/CTX0/QIO3 GTIOC2A/AGTIO2 —
46 34 | — P102 | — SCKO/CRX0/QI00 GTIOC2B/AGTO0 ADTRGO 46 34 | — P102 | — SCKO/CRX0/QI00 GTIOC2B/AGTO0 ADTRGO
47 35 | — P101 IRQ1 TXD0/MOSI0/SDA0/QIO1 GTETRGB/GTIOC5A/AGTEEQO — 47 35 | — P101 IRQ1 TXD0/MOSI0/SDA0/QIO1 GTETRGB/GTIOC5A/AGTEEO —_
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RA4E1 User's Manual 1. Overview
Table 1.15 Pin list (2 of 2)

§ ¥ | Power, System,

g Z | Clock, Debug, 110

| o | CAC ports | Ex. Interrupt | SCI/IIC/SPI/CAN/USBFS/QSPI GPT/AGT/RTC ADC12/DAC12

48 36 | — P100 IRQ2 RXDO0/MISO0/SCLO/QSPCLK GTETRGA/GTIOC5B/AGTIO0 —

49 37 | CACREF P500 — USB_VBUSEN/QSPCLK AGTOAO ANO016

50 — | vCcC — — — — —

51 — | VSS — — — — —

52 38 | — P015 IRQ13 — — ANO013

53 39 | — P014 — — — ANO012/DA0

54 40 | — P013 — — — ANO11

55 41 | VREFH — — — — —

56 42 | AVCCO — — — — —

57 43 | AVSSO/VREFL — — — — —

58 44 | VREFLO — — — _ _

59 45 | VREFHO — — — — —

60 — | — P004 IRQ9-DS — — ANO004

61 — | — P003 — — — ANO003

62 46 | — P002 IRQ8-DS — — AN002

63 47 | — P001 IRQ7-DS — — ANO001

64 48 | — P000 IRQ6-DS — — AN00O

Note:  Several pin names have the added suffix of _A, _B, _C, _D, _E, and _F. The suffix can be ignored when assigning functionality.

RAAET1 R F Fft 1. Overview
Table 1.15 SR (2190Rr24)
3 5
L |3 | BR, R B
5| & ., F. 106}
par O | CAC ports | BifE. ¥THR SCI/IIC/SPI/CAN/USBFS/QSPI GPT/AGT/RTC ADC12/DAC12
48 36 | — P100 IRQ2 RXDO/MISO0/SCLO/QSPCLK GTETRGA/GTIOC5B/AGTIO0 —
49 37 | CACREF P500 | — USB_VBUSEN/QSPCLK AGTOAO ANO16
50 | — |vce — — — — —
51 — | VSS — — — — —
52 38 | — P015 IRQ13 —_ —_ ANO13
53 39 | — PO14 | — — — ANO012/DA0
54 |40 | — PO13 | — — - ANO11
55 |41 | VREFH — — — — —
56 |42 | AvCCo — — — — —
57 | 43 | AVSSO/VREFL — — — — —
58 |44 | VREFLO — — — — —
59 |45 | VREFHO — — — — —
60 |[— |— P004 | IRQ9-DS — — AN004
61 |— |— P03 | — — — AN003
62 |46 | — P002 | IRQ8-DS — — AN002
63 |47 |— P001 | IRQ7-DS — — AN001
64 |48 |— P000 | IRQ6-DS — — AN00O
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2.CPU

2. CPU

The MCU is based on the Arm® Cortex®-M33 core.
2.1 Overview

211 CPU

e Arm Cortex-M33
— Revision: r0p4-00rell
— Armv8-M architecture profile

— Single Precision Floating-Point Unit compliant with the ANSI/IEEE Std 754-2008

SAU (Security Attribution Unit): 0 region

IDAU (Implementation Defined Attribution Unit): 8 regions
— Code flash (secure/non-secure callable/non-secure)
— Data Flash (secure/non-secure)
— SRAMO (secure/non-secure callable/non-secure)
e Memory Protection Unit (MPU)
— Armv8 Protected Memory System Architecture (PMSAvVS)
— Secure MPU (MPU _S): 8 regions
— Non-secure MPU (MPU_NS): 8 regions
SysTick timer

— Two Systick timers: Secure and Non-secure instance

— Driven by SysTick timer clock (SYSTICCLK) or system clock (ICLK)

See reference 1. and reference 2. in section 2.13. References for details.

2.1.2 Debug

e Arm® CoreSight™ ETM-M33
— Revision: r0p2-00rel0
— ARM ETM Architecture version 4.2
e Instrumentation Trace Macrocell (ITM)
e Data Watchpoint and Trace Unit (DWT)
— 4 comparators for watchpoints and triggers
e Breakpoint Unit (BPU)
— Breakpoint function is available.
* 8 instruction comparators
* 0 literal comparators
e Time Stamp Generator (TSG)
— Time stamp for ETM and ITM
— Driven by CPU clock
e Debug Register Module (DBGREG)
— Reset control
— Halt control
o Dcbug Access Port (DAP)

RO1UH0929EJ0100 Rev.1.00
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RAAETAF Fft 2.CPU
2. CPU
MCUEFArm®Cortex®-M33A 1%,
2.1 Overview
2.1.1 CPU
e Arm Cortex-M33
— Revision: rOp4-00rell
Armv8-MZEHI B & S 14
fFEANSIIEEEStd754-2008 EAEE ¥ R B TT
OSAU (Re)ABET) @ OIX
OIDAU (SEHEEXBITREETT) @ 8P HIX
RBATF (X2FR2FTFEAEZR)
HIENE (Z2FRD)
— SRAMO (secure/non-secure callable/non-secure)
ONERIFET (MPU)
Armv8{RIFRNE R AL (PMSAVS)
LLMPUMPU_S): 81 X1
— Non-secure MPU (MPU_NS): 8 regions
e SysTick timer
A Systickithtgd: ReMIEFLL LA
HSysTick A 28BS $ (SYSTICCLK) 2% R 4B $h (ICLK) IR B
BERAB213THNSE1NEEL, FEEE,
2.1.2 Debug
e Arm® CoreSight™ ETM-M33
— Revision: r0p2-00rel0
ARMETMZR13hRZ54.2
OB IRIRA R IT(TM)
@ HIENM R S MIRERE TT(DWT)
AMRATFME MR 2RAVEL ISR
e Breakpoint Unit (BPU)
T R IhAe R Ao
* 8 instruction comparators
* 0 literal comparators
@) B A2 (TSG)
ETMANITMABY BT (8] B
FCPUBY $h3R T
@3 F 728 1ER (DBGREG)
BERH
e
@373 7717w 1 (DAP)
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2.CPU

— JTAG Debug Port (JTAG-DP)
— Serial Wire Debug Port (SW-DP)
e Cortex-M33 Trace Port Interface Unit (TPIU)
— 4 bits TPIU formatter output
— Serial Wire Output
e Cross Trigger Interface (CTI)
e Embedded Trace Buffer (ETB)
— CoreSight Trace Memory Controller with ETB configuration
— Buffer size: 2 KB

See reference 1. and reference 2. in section 2.13. References for details.

213 Operating Frequency

The operating frequencies for the MCU are as follows:
e CPU: maximum 100 MHz
4-bit TPIU trace interface: maximum 50 MHz

Serial Write Output (SWO) trace interface: maximum 50 MHz

Joint Test Action Group (JTAG) interface: maximum 25 MHz
Serial Wire Data (SWD) interface: maximum 25 MHz

214 Block Diagram
Figure 2.1 shows a block diagram of the Cortex-M33 core.
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RA4E1 R F i

2.CPU

JTAGIR X% (JTAG-DP)
BT84 A % O (SW-DP)
@ Cortex-M33ERER iR % O 8 7T (TPIV)
AITPIURS Tk
BIT&E L
O X fit &= O(CTD)
@R N\ IRERE AKX (ETB)
B BETBECE M CoreSight ERERITFIZ 5123
— Buffer size: 2 KB

BEREE213THNBE1MNEE 2, FEEE,

2.1.3 MR TES

MCURY TSR T :

e CPU: maximum 100 MHz
@4{UTPIUERERE ] &RAS0MHz

@ E=TERIH(SWO)IRERE O :RAS50MHz
@S5I 1TEhAUTAG)EO: &RA25MHz
@ B1TEEIB(SWD)IEO:: |RA25MHz

214 EE
E2.1 2R 7T Cortex-M33RZRIEE],
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2.CPU

RA4E1 R F i

2.CPU

Flash

CPSCU

CPUDSAR

| l JTAG/SWD

| SWJ-DP I-—-I

DAP-IC

—» CPU/OCD access

4 Trace/Debug access

——— Cross trigger signal

i Debug control signals

———p Security Attribution control signal

> st A" APB-AP
| SPIDEN
DBGEN
Debug Level SR
Decoder
MCUSTAT
| Py a——|
»| MCUCTRL.DBIRQ
Cortex-M33 processor]| E—
»| DBGEN signal
input
ATBO
»| NIDEN ETM
A 4
»| spioen Cortex-M33 core TPIU
> IT™ :
7| SPNIDEN ATB1
IDA' U. > pwr Funnel ETB
]
T -3 BPU
i SAU !
[ nvic | mPu_sivPu_Nns
i i ¢ CcTi
I Bus matrix I ROM
Y Table(P) ™ Trgger
1 signal
input
ROM
DBGREG [ErFB Table(s)l | TSG | | U |<—J
K > “bus T T !
\4 z
l System bus

System control

-0

Trace port
(4 pins Trace, SWO)

JTAG/SWD

— CPUOCDif [ Tracei
— HBEARXBEES
—» BEHEHIES

— R2RURHIES

RG]

-0

RERIEO (45HERER
, SWO)

Flash
| SWJ-DP I-—-I DAP-IC |
DLM I I
| AHB-AP APB-AP
P SPIDEN
DBGEN
EW&%E OCDREG
MCUSTAT
N |
»| MCUCTRL.DBIRQ
Cortex-M33 processor]| BERE
| DBGEN SHA
ATBO
»| NIDEN ETM
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»| spioen Cortex-M33 core TPIU
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| SPNIDEN |ATB1
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¢ i i le»| CTI1
BB I o[ _RoM
I Table(P) CTM fhR(E
4 1 LN
ROM
DBGREG =S Table(S) | | TSG | | CTIo |<—
X "l bus b v
Y
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[ AR

Figure 2.1

2.2

Cortex-M33 block diagram

Implementation Options

Table 2.1 shows the implementation options of the MCU.

Figure 2.1 Cortex—M334EHE
2.2  ELHEIEIN

21817 MCURISE IR,

Table 2.1  EHEED (29 HH11)

Option Implementation

SAU FEE

IDAU B, sMtX

MPU aiE, s LRLXFMeMIFRE XY
BPU Included

R X & $EOCTD Included

DWT Included

MR B2 ch BT 2% (WIC) B ¥R 8 FEE

ICUR] LAMEECPUTTI A BWIC, BXFMER, BSWE 13T, HHiEHIRETICU).

Table 2.1 Implementation options (1 of 2)
Option Implementation
SAU Not included
IDAU Included, 8 regions
MPU Included, 8 regions for Secure and 8 regions for Non-secure
BPU Included
Cross Trigger Interface (CTI) Included
DWT Included
Number of Wakeup Interrupt Controllers | Not included
(WIC) ICU can wake up CPU instead of WIC. See section 13, Interrupt Controller Unit (ICU) for details.
TPIU Included
e 4 bits TPIU formatter output
e Serial Wire Output
FPU Included
DSP Included

TPIU Included
o AUTPIUREH (LHIH
o BITHIH

FPU Included

DSP Included
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Table 2.1 Implementation options (2 of 2)
Option Implementation

RA4E1 R F i

2.CPU

Table 2.1 SEHEEIR (249 E924)

Embedded Trace Macrocell (ETM)

Included

Sleep mode power saving

Sleep mode and other low power modes are supported. For more details, see section 10, Low

Power Modes.

Note: ~ SCB.SCR.SLEEPDEEP is ignored.

Bits [29:24] = 0x00
Bits [23:0] = 0x000147

Interrupts 98

Priority bits 4 bits (16 levels)

Endianness Little-endian

SysTick Included

SYST_CALIB register (0x4000_0147) Bit[31]=0 Reference clock provided
Bit [30] = 1 TERMS value is inexact

Reserved

TERM: (32768 x 10 ms) - 1/32.768 kHz
= 326.66 decimal

= 327 with skew

= 0x000147

Event input/output

Not implemented

Bits [23:0] = 0x000147

Option Implementation

AR AR B TT(ETM) Included

BEIRIRTNE B SHERE M EMETERER, BXFAER, BSHE 10T, 1]
EEIRIR T
Note:  SCB.SCRSLEEPDEEP# RS,

Interrupts 98

e 4 bits (16 levels)

Endianness Little-endian

SysTick Included

SYST_CALIB register (0x4000_0147) Bit[31]=0 RESE
Bit [30] = 1 TERMSET &
Bits [29:24] = 0x00 Reserved

TERM:(32768x10ms)132.768kHz=326.
66+ #Hl=327withskew=0x000147

Global exclusive monitor

Not implemented

System reset request output

The SYSRESETREQ bit in Application Interrupt and Reset Control Register causes a CPU reset

2.3 JTAG/SWD Interface
Table 2.2 shows the JTAG/SWD pins.

Event input/output REm
SEIRREE E S|
AHEEMIERAE [z P2 FE FR AN B (LS HI ZF 12 88 P AYSYSRESETREQI S CPUE fiL

2.3 JTAG/SWD Interface

R22E R TITAGSWDS| Bl

Table 2.2 JTAG/SWD pins
Name 110 Function When not in use
TDI Input JTAG TDI pin Pull-up
TDO/SWO Output JTAG TDO pin multiplexed with serial wire output Open
TCK/SWCLK Input JTAG clock pin Pull-up
Serial wire clock pin
TMS/SWDIO 110 JTAG TMS pin Pull-up
Serial wire data 1/O pin

Table 2.2 JTAG/SWD pins

Name /[e] Function A

TDI Input JTAG TDI pin Pull-up

TDO/SWO Output JTAGTDOS | 5 BRiT4&mHER Open

TCK/SWCLK Input JTAGEY$$5 | il Pull-up
ERITLRRT RS | R

TMS/SWDIO 110 JTAG TMS pin Pull-up
BBITLLEURIOS /D

24 Security Attribution for Memory

In this MCU, SAU is not implemented and IDAU performs region definition for memory. IDAU divides the memory into 8

different areas as shown in Figure 2.2.

The code flash, the data flash, and the SRAM are divided into Secure (S), Non-secure (NS) and Non-secure callable (NSC)
regions. These memory security attributions are set into the nonvolatile memory by the serial programming command when
the device lifecycle is in SSD state. These memory security attributions are loaded into the IDAU and the memory controller
before application execution. These memory security attributions cannot be updated by application but can read through the

dedicated registers.

Note:  When configuring, the memory regions should satisfy the setting condition of minimum address unit shown in Table

2.3.
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24 RER2EE

EXMMCUA, EERMSAU, MIDAUANRFRITXIHE X . IDAUBREN D N8 NARIXIE, W& 2.2

o]

RESAE. HEAFEMSRAMD AL E(S). IFLREINS)FMIFREFEANSO X, Hig&Em AL TFSSDIRS

OO AL

B, XEAFREBUERRITRIESREIFZRERNER. XERNEFR2BIEENBEFRITZRIRIMNEZ]

DAUMAEFIZ RIS . XERNEFREBEREHNAEFEH, ErJlBIETRFEFSIER,

Note: ECERY, RFEENHER2IFMIRHNER/ MU TIREF M,
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Code Flash Data Flash SRAM RIBAE HIBARF SRAM
Non-Secure Non-Secure Non-Secure Non-Secure Non-Secure Non-Secure
.................... S/N v SIN SRR < N RS <Y N ce SIN R /N
Non-Secure callable Non-Secure callable Non-Secure callable Non-Secure callable
........ S/NSC ....... SINSC <ee. SINSC <ee. INSC
Secure Secure Secure Secure
0x0000_0000 0x0800_0000 0x2000_0000 0x0000_0000 0x0800_0000 0x2000_0000
Figure 2.2 Memory partitioning Figure 2.2 AESEX
Table 2.3  S/NS and S/INSC boundary list Table 2.3  SNSHISNSCiifR5IF«
Boundary Code flash Data flash SRAM Boundary REBiIRE PIRIATE SRAM
S/NS 32 KB 1KB 8 KB S/NS 32 KB 1KB 8 KB
S/NSC 1 KB — 1 KB S/INSC 1 KB — 1KB
Each region has its dedicated ID as follows. For more details, see section 2.13. References. SMXEEMEEETRID, NTFT. BXIFHAREERE, BEHE213T. &%,
IREGION (IDAU region number) Description IREGION (IDAU region number) Description
0x0D Non-secure SRAM 0x0D Non-secure SRAM
O0x0E Non-secure callable SRAM 0x0E Non-secure callable SRAM
0xOF Secure SRAM 0xOF Secure SRAM
0x09 Non-secure data flash 0x09 R BIRANE
0x0B Secure data flash 0x0B REHIRINTEF
0x05 Non-secure code flash 0x05 ER2NBAEF
0x06 Non-secure callable code flash 0x06 e ARNKERNE
0x07 Secure code flash 0x07 RERBAE
2.5  Debug Function 2.5 AR IHEE
2.5.1 Debugger connectivity 2.5.1 IR 8ERE

TEARERNG, FIRXNEED N=1FR, DBGO. DBG1. DBG2, 7EDBGO, =HIFHXINAER M.
DBG1RAITEARMV-8FREX NIELZ 2, HiHFIENREEXIER2EIA A HRXE, DBG24& 7!
EARMV-8HREX AR EIFIR, EItEs, BRTHFTL2ME2FHAINE, FATLUMNIEHE LR,

In this MCU, debug function is considered in three levels, DBG0, DBG1, DBG2. At DBGO, no debug function is available.
DBG1 level is defined as non-secure debug in ARMv-8 and the debugger can only access defined non-secure debug
accessible regions. DBG2 level is defined as secure debug in ARMv-8 and at this level, nonsecure and secure debug
function is enabled and can be accessible from the debugger.

AR B~ MmN EEm AREREDLMIRSHE.
BXRIFRFATIARIXE, BFEUE21.
R2AR T CPUIRIAThRER & 1o

Debug level is determined by the Device Lifecycle Management (DLM) state of the product.
See Figure 2.1 for debugger accessible regions.

Table 2.4 shows the CPU debug function and conditions.

Table 24  CPU debug function and conditions (1 of 2) Table 2.4  CPUIRATHEEFN &4 (10f2)
Condition Permitted debug function Condition AVFRIRIAThEE
OCD connect™’ DLM State Debug level Description SRIBAEEHE*1 DLM State popEed Description
Connected CM DBG2 All debug functions are available Connected CM DBG2 FrE AR ThEE Bl A
Connected SSD DBG2 All debug functions are available Connected SSD DBG2 FrERIRThEE e A
RO1UH0929EJ0100 Rev.1.00 RENESAS Page 64 of 1451 RO1UH0929EJ0100 Rev.1.00 RENESAS #6401, 14511

Sep 15, 2021 Sep 15, 2021



RA4E1 User's Manual

2.CPU

Table 2.4 CPU debug function and conditions (2 of 2)

Condition Permitted debug function

OCD connect™’ DLM State Debug level Description

Connected NSECSD DBG1 Only Non-secure debug function is available
Connected DPL DBGO Debugger connection is not available
Connected LCK_DBG DBGO Debugger connection is not available
Connected LCK_BOOT DBGO Debugger connection is not available
Connected RMA_REQ DBGO Debugger connection is not available
Connected RMA_ACK DBG2 All debug functions are available

Note 1. OCD connect is determined by the CDBGPWRUPREQ bit output in the SWJ-DP register. The bit can only be written by the OCD.

However, the level of the bit can be confirmed by reading the DBGSTR.CDBGPWRUPREQ bit.

252 Emulator Connection

Renesas provides the emulator which supports both debugging using SWD or JTAG communication and serial
programming using SCI communication. This emulator makes it easy to switch between debug-ging and serial

programming.

Table 2.5 shows the pinout of 10 pin or 20 pin socket pinouts when using this emulator. The pinout of SWD and JTAG is
ARM standard, and MD, TXD, RXD pins are added for the serial programming using SCI communication.

The serial programming interface must be used to program the TrustZone IDAU boundary register settings.

It is recommended to connect P300/SWCLK/TCK and P201/MD pins using wired OR circuit on the board to use both
debugging and serial programming.

Table 2.5 Pin assign for emulator

RA4E1 R F i

2.CPU

Table 2.4  CPURRINEEFF 4 (2012)

Condition SeIFRYIEIRThEE
SRIEEENE1 DLM State RiRER Description

Connected NSECSD DBG1 RBIFRLFAINEET A
Connected DPL DBGO i BREETRT A
Connected LCK_DBG DBGO it eERE R A
Connected LCK_BOOT DBGO A EEEAR A
Connected RMA_REQ DBGO B EEE R A
Connected RMA_ACK DBG2 FrBRIXThAES T A

SE1.0CDEEARSWI-DPE 7288 FAYCDBGPWUPREQ I I H R E. ZA R AEROCDE N,
B2, AJLUETEENDBGSTR.CDBGPWUPREQI KHIA XA EF,

252 (HE&SER

Il B R R B 28 2 5 E A SWDEITAGIR (S # 1T I XA (EASCOBE #1TRITHRIZ. ZHESET
UEARMTE IR A R ITRAZ Z B H)3k

K25BR T ERAZT AR 105220 HEEERY 5| BIHES. SWDFHUTAGRYERIZ

ARMAR/E, HIBINTMD. TXD. RXDSIMIAEFEASCHEEMRITHIZ.
RAE B BRI T4RIZE O TrustZonel DAUIL R 172818 B # 1T R 1%,
BIE AR LB &S B RRIEEP300SWCLKTCKFIP20TMDS B, LUEBYE B AR R1THRIZ,

Table 2.5 PIENZZ S ESIB

Pin No. SWD JTAG Serial Programming using SCI

1 VCC VvCC VCC

2 P108/SWDIO P108/TMS NC

4 P300/SWCLK P300/TCK P201/MD
Wired OR with P201/MD Wired OR with P201/MD

6 P109/SWO/TXD9 P109/SWO/TXD9 P109/TXD9

8 P110/RXD9 P110/TDI/RXD9 P110/RXD9

9 GNDdetect GNDdetect GNDdetect

10 nRESET NRESET nRESET

12 NC NC NC

14 NC NC NC

16 NC NC NC

18 NC NC NC

20 NC NC NC

3,5,15,17,19 GND GND GND

7 NC NC NC

11,13 NC NC NC

253 Self-Hosted Debug Function

As described in section 2.6.6. CPUDSAR : CPU Debug Security Attribution Register, at the initial setting access from the
CPU in non-secure state to CoreSight debug components is protected, that is, the non-secure access to Coresight debug
components from the self-hosted debugger is not allowed when the debug level is DBG2 at the initial setting. Therfore, you
must set CPUDSAR.CPUDSAUO to 1 to enable the full self-hosted debug function.
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s SWD JTAG ERASCL#{THRITHRIZ

1 VCC VCC VCC

2 P108/SWDIO P108/TMS NC

4 P300/SWCLK P300/TCK P201/MD
BLHHP201MD BL&HHP201MD

6 P109/SWO/TXD9 P109/SWO/TXD9 P109/TXD9

8 P110/RXD9 P110/TDI/RXD9 P110/RXD9

9 GNDdetect GNDdetect GNDdetect

10 nRESET nRESET nRESET

12 NC NC NC

14 NC NC NC

16 NC NC NC

18 NC NC NC

20 NC NC NC

3,5,15,17,19 GND GND GND

7 NC NC NC

11,13 NC NC NC

253  BiEEREAEE

WEE2.6.6TFTIR, CPUDSAR: CPUDebugSecurityAttributionRegister, 7E#]151& & BT M
X3 CoreSighti@ il B b FIELR 2R SHCPURZ EIfRIF, BIH#RIRERNIAIRXAKRNDBG2E, AAFERE AR

23Xt Coresighti@ XA HEL LR, HlLb

WG CPUDSARCPUDSAOIRE N1 LB AT e BHEE AR
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Note:  There is no restriction for the self-hosted debug function while the CPU is in the secure state.

254 Effect of Debug Function
The debug function effects inside and outside of CPU.

2541 Low power mode

All CoreSight debug components can store the register settings even when the CPU enters Software Standby, Snooze or
Deep Software Standby mode. However, AHB-AP cannot respond to On-Chip Debug (OCD) access in these low power
modes. The OCD must wait for cancellation of the low power mode to access the CoreSight debug components. To request
low power mode cancellation, the OCD can set the DBIRQ bit in the MCUCTRL register. For details, see section 2.6.5.2.
MCUCTRL : MCU Control Register.

2542 Reset
In OCD mode, some resets depend on the CPU status and the DBGSTOPCR register setting.

Table 2.6 Reset or interrupt and mode setting

Note: HCPULTFZEWKEH, BHEERIAINEEZHERE,

254  HEINEERIAR

B IIRER MCPUPREBRI SN,

2541  RIMFERI

BMECPUSEN RS, REESUREMRIET, FiECoreSightiBiRAMEEAI UFES 78R E. BR, AHB
~APTEXEEARTHAER T T AR F LB (0CD) 1R, OCDAMEFFEUHRINFER R A BE iR CoreSightiBif A

!'-;FJO %fﬁ*ﬁyfﬁﬁlﬂﬁﬁfﬁ, OCDAI A& EMCUCTRLE 728 HIDBIRQfiL, 1¥M2.6.5.27, MCUCTRL: MCU#Z
| & 1728,

2542 Reset
FOCDERK T, —EEMUBUAFCPUIRSHIDBGSTOPCRE Fe8 iR Eo
Table 2.6  E{IsiKENIZE

Control in On-Chip Debug (OCD) mode

Reset or interrupt name OCD break mode OCD run mode

RES pin reset Same as user mode

Power-on reset Same as user mode

Independent watchdog timer reset/interrupt Does not occur’ ! Depends on DBGSTOPCR setting
Watchdog timer reset/interrupt Does not occur’ ! Depends on DBGSTOPCR setting
Voltage monitor O reset Depends on DBGSTOPCR setting

Voltage monitor 1 reset/interrupt Depends on DBGSTOPCR setting

Voltage monitor 2 reset/interrupt Depends on DBGSTOPCR setting

SRAM parity error reset/interrupt Depends on DBGSTOPCR setting

Bus master MPU error reset/interrupt Same as user mode
Deep software standby reset Same as user mode
Software reset Same as user mode

R LiRit(OCDER FagiEHl
EFoihE SRIBFEAR SIS SRIBAEIZITIET
RESS|MIE (i 5BFEAER
Power-on reset 5RF&E{ER
I E T E BT SR E A P RE %1 B R FDBGSTOPCRIZE
B TERT 2 & M bT REE1 B R FDBGSTOPCRIZE
HEREER0E B R FDBGSTOPCRIEE
BBEEAEs 1 E AT BURFDBGSTOPCRIE &
FBE L8R 28 (T BURFDBGSTOPCRIZ &
SRAMBBIX L $EIR B (L i B R FDBGSTOPCRIZE
B EIEMPUEIRE (LB 5BPRAER
RERHRIE L 5mF &R
RSN S5RPERER

Note:  In OCD break mode, the CPU is halted. In OCD run mode, the CPU is in OCD mode and the CPU is not halted.
Note 1. The IWDT and WDT always stop in this mode.

2.6 Programmers Model

2.6.1 Address Spaces

The MCU debug system includes two CoreSight Access Ports (AP):
o AHB-AP, which is connected to the CPU bus matrix and has the same access to the system address space as the CPU
o APB-AP, which has a dedicated address space (OCD address space) and is connected to the OCDREG registers.

Figure 2.3 shows a block diagram of the AP connection and address spaces.
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Note: fEOCDHMFRILT, CPUELL, EOCDIETTIRI T, CPURLTFOCDIERH BCPURRZLE,
SE1IWDTAMWDTE R FHaLR =L,

26 EFREE

2.6.1 H3k=s 8]

MCUIRIR RS EIEFE 1 CoreSightif )% (AP) :

@AHB-AP, 5CPURLIEFEIEIE, SCPURBERM ARSI EHIRINIE
@APB-AP, EELTRAMNMUL=TE] (OCDH#uL=(E]) HiEIZEIOCDREGE 728,

E2.3 871 7 APEREAN ML == B BUHEE,
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JTAG/SWD
g———> SWJ-DP |—>

DAP
IC

Port 0 .
L ] AHB-AP _>(through CPU bus matrix)

Port 1
——»| APB-AP —>

g N

System address space

DBGREG

\ o

’ \\

OCD address space

OCDREG

\
N S

RA4E1 R F i

2.CPU

JTAG/SWD

X——

Figure 2.3

26.2

JTAG/SWD authentication block diagram

For debugging purposes, there are two register modules, DBGREG and OCDREG. DBGREG is located in the system
address space and can be accessed from the OCD emulator, the CPU, and other bus masters in the MCU. OCDREG is
located in the OCD address space and can only be accessed from the OCD tool. The CPU and other bus masters cannot
access OCDREG.

Peripheral Address Map

In system address space, the Cortex-M33 core has a Private Peripheral Bus (PPB) which can be accessed only from CPU
and OCD emulator. The PPB is expanded from the original implementation of the Cortex-M33 core for this MCU. Table 2.7
shows the address map of the MCU.

Table 2.7

Peripheral address map

Component name

Start address

End address

Note

Figure 2.3

JTAGSWDIAIFER

SWJ-DP ‘—P

BB
SRER
B

Port 0
| — | AHB-AP |+

Port 1
——» APB-AP —>

SEEE)

Zygpithib==iE) (BECPU

DBGREG

s

N
\

SRIBAEMIAE T (E]

OCDREG

-

HFRAXERN, BRI FFEER, DBGREGHIOCDREG, DBGREGIF ALtttz (8], BILAMOCDIHE2S
« CPUMIMCURRRI HE At S 4% F 1 881h 18], OCDREGHIFOCDHtE= (8], RAEMOCDI AR, CPUMEME L

FHFI A BIOCDREG,

2.6.2

g st BR Y

ERGHMUETER, Cortex-M33AZE— ML RAIMNREL(PPB), REEMCPUNIOCDAEERAIRl, PPBREMIZMCU
B9Cortex-M33RZMRIASKIY BMKB, F2.7ER T MCUBIHBIERRES

IT™M 0xE000_0000 0xEO000_OFFF See reference 2. in section 2.13. References
DWT 0xE000_1000 0xEO000_1FFF See reference 2. in section 2.13. References
BPU 0xE000_2000 0xEO00_2FFF See reference 2. in section 2.13. References

Secure SCS/SCS

0xE000_E000

0xE000_EFFF

See reference 1. in section 2.13. References

Non-Secure SCS

0xE002_E000

0xE002_EFFF

See reference 2. in section 2.13. References

TPIU 0xE004_0000 0xE004_OFFF See reference 3. in section 2.13. References

ETM 0xE004_1000 0xEO004_1FFF See reference 1. in section 2.13. References

CcTi 0xE004_2000 O0xE004_2FFF See reference 2. in section 2.13. References

CTIO 0xE004_4000 0xE004_4FFF See reference 4. in section 2.13. References

ATB Funnel 0xEO004_7000 O0xEO004_7FFF See section 2.8. CoreSight ATB Funnel and reference 4. in section 2.13.
References

ETB 0xE004_8000 0xE004_8FFF See reference 4. in section 2.13. References

Time Stamp Generator

0xE004_9000

0xE004_9FFF

See section 2.10. CoreSight Time Stamp Generator and reference 4. in
section 2.13. References

System ROM Table

OxEOOF_E000

OxEOOF_EFFF

See reference 3. in section 2.13. References

Processor ROM Table

OxEOOF_F000

OXEOOF_FFFF

See reference 2. in section 2.13. References

26.3

CoreSight ROM Table

The MCU contains two CoreSight ROM Tables, the processor and system ROM Tables. The Processor ROM Table contains
entries which hold a list of debug components inside the processor. The System ROM Table contains entries of Processor
ROM Table and others debug components outside the processor.
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Table 2.7  ShigithhtE

HEFRFR Eiaithit LRt Note

IT™ OxE000_0000 | OXEOO0_OFFF |EZRE213ThHMSE), B&

DWT 0xE000_1000 |OXE000_1FFF |EZRE213FhmsE), 5%

BPU 0xE000_2000 0xE000_2FFF BERE213THNEE2, &%

Secure SCS/SCS 0xE000_EO000 0xEO000_EFFF BENE213THNEE1, &F

Non-Secure SCS OxE002_EO000 |O0xE002_EFFF |EBWNEHE2213T/HNEE2, 5F

TPIU 0xE004_0000 OxEQ04_OFFF |IBE5AE213THNEE3, &F

ETM 0xE004_1000 0xE004_1FFF BENE2L13THNEE1, &F

CTI OxE004_2000 |OxE004_2FFF |EZRE213THHNBE), B&

CTIO 0xE004 4000 |OXE004 4FFF |EZME213ThWEEL, 5%

ATB Funnel OxE004_7000 |OxE004 7FFF |iEZiH%2.87, CoreSightATBIRIFMSE4IEE 213,
References

ETB 0xE004_8000 0xE004_8FFF BENE213THNEEL, &F

A B8] B 4 B 28 0xE004 9000 |OXE004 9FFF |iEZ1M%2.10%, CoreSightitElBiEMBME213 TS E,, 5E

AEHROMK OXEOOF_E000 |OXEOOF EFFF |EZAE213THhMEE3, 8%

LIBBRROMEK O0xEOOF_F000 OXEOOF_FFFF |[IBZWE213THNEE2, &%

2.6.3  CoreSightROMZ*

MCUB & CoreSightROM#*E, BISMEBRFRFROMEK, LIEBROMKE & REFAIEFAIFEHXA MRS
Ho RHROMEKRE & IEIROMERM A IELFIMNFRIEMIFIRAHBIF B
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2.6.3.1

ROM entries

ROM entries hold a list of components in the system. OCD emulator can use the ROM entries to determine which

components are implemented in a system.

Table 2.8 and Table 2.9 show the System ROM entries and Processor ROM entries. See reference 5. in section 2.13.
References for details.

RA4E1 R F i

2.CPU

2.6.3.1

ROM% B

ROMZBRERFFRIAMTIR, OCDHELEFILUEAROMFK BRIBERFRLI 7 IFLAH M,

F28MFR2I9E T T RHROMF B IELEEROMFH, BEHE213THHESES,

Table 2.8 System ROM entries

# Address Access size R/W Value Target module pointer
0 OxEOOF_E000 32 bits R 0xFFF46003 CTIO

1 OxEOOF_E004 32 bits R O0xFFF49003 Funnel

2 OxEOOF_E008 32 bits R O0xFFF4A003 ETB

3 OxEOOF_EO00C 32 bits R 0xFFF4B003 TSG

4 OxEOOF_E010 32 bits R OxFFF42003 TPIU

5 OxEOOF_E014 32 bits R 0x00001003 Processor ROM table

6 OxEOOF_E018 32 bits R 0x00000000 End of entries
Table 2.9 Processor ROM Entries

# Address Access size R/W Value Target module pointer
0 OxEOOF_F000 32 bits R O0xFFFOF003 SCS

1 OxEOOF_F004 32 bits R O0xFFF02003 DWT

2 OxEOOF_F008 32 bits R 0xFFF03003 BPU

3 OxEOOF_F00C 32 bits R 0xFFF01003 IT™

4 OxEOOF_F014 32 bits R 0xFFF42003 ETM

5 OxEOOF_F018 32 bits R OxFFF43003 CcTi

6 OxEOOF_F020 32 bits R 0x00000000 End of entries
2.6.3.2 CoreSight component registers

The CoreSight ROM Table lists the CoreSight component registers defined in the Arm CoreSight architecture.

Table 2.10 shows the registers. See reference 5. in section 2.13. References for details of each register.

HEBE,
Table 2.8  R&4ROM#FEH

# Address iFim Ay RIW Value BirtERiss
0 0XEOOF_E000 32 bits R O0xFFF46003 CTIO

1 OxEOOF_E004 32 bits R OxFFF49003 Funnel

2 OxEOOF_E008 32 bits R OxFFF4A003 ETB

3 0xEOOF_EO00C 32 bits R OxFFF4B003 TSG

4 OxEOOF_EO010 32 bits R OxFFF42003 TPIU

5 OxEOOF_E014 32 bits R 0x00001003 S IBEZROMIE
6 OxEOOF_EO018 32 bits R 0x00000000 ZB4ER
Table 2.9  ZIEFFROMEH

# Address iFim Ay RIW Value BirtERissH
0 0xEOOF_F000 32 bits R OxFFFOF003 SCS

1 OxEOOF_F004 32 bits R 0OxFFF02003 DWT

2 OxEOOF_F008 32 bits R 0xFFF03003 BPU

3 0xEOOF_FO00C 32 bits R OxFFF01003 IT™

4 OxEOOF_F014 32 bits R 0xFFF42003 ETM

5 OxEOOF_F018 32 bits R OxFFF43003 CTH

6 O0xEOOF_F020 32 bits R 0x00000000 ZBER
2.6.3.2  CoreSightA&F1F2:

CoreSightROMZERFIH 7 ArmCoreSight 2R #H E X B CoreSight A4 & 77 83
R2LI0BTRTHFR. BFEBHE213THRNEES, 8IMFTERNEFAEESE,

Table 2.10 CoreSight component registers in the CoreSight ROM Table
Name Address Access size R/W Initial value
PID4 0xEOOF_EFDO 32 bits R 0x00000004
PID5 OxEOOF_EFD4 32 bits R 0x00000000
PID6 OxEOOF_EFD8 32 bits R 0x00000000
PID7 OxEOOF_EFDC 32 bits R 0x00000000
PIDO OxEOOF_EFEO 32 bits R 0x00000034
PID1 OxEOOF_EFE4 32 bits R 0x00000030
PID2 OxEOOF_EFES8 32 bits R 0x0000000A
PID3 OxEOOF_EFEC 32 bits R 0x00000000
CIDO OxEOOF_EFFO 32 bits R 0x0000000D
CID1 OxEOOF_EFF4 32 bits R 0x00000010
CID2 OxEOOF_EFF8 32 bits R 0x00000005
CID3 OxEOOF_EFFC 32 bits R 0x000000B1
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Table 210  CoreSightROMZEHKCoreSight{A 1+ F 1783
Name Address iFim AR R/W aE
PID4 OXEOOF_EFDO 32 bits R 0x00000004
PID5 OxEOOF_EFD4 32 bits R 0x00000000
PID6 OXEOOF_EFD8 32 bits R 0x00000000
PID7 OxEOOF_EFDC 32 bits R 0x00000000
PIDO OXEOOF_EFEQ 32 bits R 0x00000034
PID1 OXEOOF_EFE4 32 bits R 0x00000030
PID2 OXEOOF_EFES8 32 bits R 0x0000000A
PID3 OXEOOF_EFEC 32 bits R 0x00000000
CIDO OXEOOF_EFF0 32 bits R 0x0000000D
CID1 OXEOOF_EFF4 32 bits R 0x00000010
CID2 OXEOOF_EFF8 32 bits R 0x00000005
CID3 OXEOOF_EFFC 32 bits R 0x000000B1
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264 DBGREG Module

The DBGREG module controls the debug functionalities and is implemented as a CoreSight-compliant component.

Table 2.11 shows the DBGREG registers other than the CoreSight component registers.

Table 2.11 Non-CoreSight DBGREG registers

RAAE1FF Fft 2.CPU

26.4 DBGREG Module
DBGREGHE ST HI A X Thae H 1% LI A 75 & CoreSight B4 14
&2.11 2R T BRCoreSight A4 &5 77 8% Z JMIDBGREGE 17830

Table 2.11 Non-CoreSight DBGREG registers

Name DAP port Address Access size R/IW
Debug Status Register DBGSTR Port 0 0x4001_B000 32 bits R
Debug Stop Control Register DBGSTOPCR Port 0 0x4001_B010 32 bits R/W

Name i || Address iFim A R/W
BIARESFEER DBGSTR Port 0 0x4001_B000 32 bits R
AR LES S FSE DBGSTOPCR Port 0 0x4001_B010 32 bits R/W

2.6.4.1 DBGSTR : Debug Status Register

Base address: DBG = 0x4001_B000
Offset address: 0x00

2.6.4.1 DBGSTR: AR SEF1FES

Base address: DBG = 0x4001_B000
Offset address: 0x00

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CDBG | CDBG
Bit field: | — — |PWRU|PWRU| — — — — — — — — — — — —
PACK | PREQ
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
Bit field: | — — — — — — — — — — — — — — — —
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
27:0 — These bits are read as 0. R
28 CDBGPWRUPREQ | Debug power-up request R

0: OCD is not requesting debug power up
1: OCD is requesting debug power up

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CDBG | CDBG
Bit field: | — — | PWRU|PWRU | — - — — — - — — — — - -
PACK | PREQ
BEGENME: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Bit field: | — — — — — — — — _ — — — _ _ _ _
BEGENME: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
27:0 — XLETIE A0, R
28 CDBGPWRUPREQ | #@i{ ERBiFXK R

(ﬁé}CDTﬁ%XﬂﬁiﬁtE& . OCDIEXKIAIH

29 CDBGPWRUPACK | Debug power-up acknowledge R
0: Debug power-up request is not acknowledged
1: Debug power-up request is acknowledged

31:30 — These bits are read as 0. R

The DBGSTR register is a status register which indicates the state of the debug power-up request to the MCU from the
emulator.

26.4.2 DBGSTOPCR : Debug Stop Control Register

Base address: DBG = 0x4001_B000
Offset address: 0x10

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DBGS DBGS | DBGS | DBGS
Bit field: | — — — — — — — | TOP_| — — — — — |ToP_L|TOP_L|TOP L
RPER VD2 VD1 VDO
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DBGS | DBGS
Bit field: | — — — — — — — — — — — — — — | ToP_ | TOP_I
WDT WDT
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
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29 CDBGPWRUPACK AR _E B RIA R
0: KRHIAEH EBIERT: HINEIK EBIEKR
31:30 — XA L A0, R
DBGSTREFRE—TREFESR, BIETMNAERIIMCUNIEIR L BIFKIIKE.
2.6.4.2  DBGSTOPCR:IAIRA(ZILITHIZF28
Base address: DBG = 0x4001_B000
Offset address: 0x10
Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DBGS DBGS | DBGS | DBGS
Bit field: | — — — — — — — | TOP_| — — — — — |TOP_L|TOP L |TOP L
RPER VD2 VD1 VDO
BEGENME: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DBGS | DBGS
Bit field: | — — — — — — — — — — — — — — | TOP_ | TOP_I
WDT WDT
EEENE: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
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Bit Symbol Function R/W
0 DBGSTOP_IWDT Mask bit for IWDT reset/interrupt in the OCD run mode R/W

In the OCD break mode, the reset/interrupt is masked and IWDT counter is stopped,
regardless of this bit value.
0: Enable IWDT reset/interrupt
1: Mask IWDT reset/interrupt and stop IWDT counter
1 DBGSTOP_WDT Mask bit for WDT reset/interrupt in the OCD run mode R/W
In the OCD break mode, the reset/interrupt is masked and WDT counter is stopped,
regardless of this bit value.
0: Enable WDT reset/interrupt
1: Mask WDT reset/interrupt and stop WDT counter
15:2 — These bits are read as 0. The write value should be 0. R/W
16 DBGSTOP_LVDO Mask bit for LVDO reset R/W
0: Enable LVDO reset
1: Mask LVDO reset
17 DBGSTOP_LVD1 Mask bit for LVD1 reset/interrupt R/W
0: Enable LVD1 reset/interrupt
1: Mask LVD1 reset/interrupt
18 DBGSTOP_LVD2 Mask bit for LVD2 reset/interrupt R/W
0: Enable LVD2 reset/interrupt
1: Mask LVD2 reset/interrupt
23:19 — These bits are read as 0. The write value should be 0. R/W
24 DBGSTOP_RPER Mask bit for SRAM parity error reset/interrupt R/W
0: Enable SRAM parity error reset/interrupt
1: Mask SRAM parity error reset/interrupt
31:25 — These bits are read as 0. The write value should be 0. R/W

RA4E1 R F i 2.CPU
Bit Symbol Function R/W
0 DBGSTOP_IWDT OCDIBETR I FIWDTE il Fr 7 9 R #k (iL R/W
EOCDRUIER T, SEMPUTWRERK, IWDTIHEEREL, TitZAENf,
0: {EREIWDTENIFURT1: RIRIWDTE BT F(S LE]
WDTit+#138
1 DBGSTOP_WDT OCDEITHR I, FWDTE i F B A B i L R/W
EOCDHMIRN T, ENTEWREKRFABWDTIHESEFIE, TR ENM,
0: fFEEWDTEMIFRT: BHRWDTE L RrHEIE
WDTit#k23
15:2 — XEAIWIREN N0, 5 NERMN A0, R/W
16 DBGSTOP_LVDO LVDOE fi B #k i R/W
0: BALVDOEI1:
R#&LVDOE il
17 DBGSTOP_LVD1 LVD1 & i B B9 R ik (1L R/W
0: {ERELVDIEAIMT: Rk
LVD1E Il
18 DBGSTOP_LVD2 LVD2E i BT Y B ik (i1 R/W
0: {ERELVD2E Il : Rk
LVD2E fii Hr i
23:19 — XEAIWIREN N0, 5 NERMN A0, R/W
24 DBGSTOP_RPER SRAMZ BRI 54 1R 8 1 AP BT AY B ik A1l R/W
0: {FRESRAMZIBRINTEIREMTET1: B
TESRAM B BRI IR S (I P B
31:25 — XEAIWIREN N0, 5 NERMN A0, R/W

The Debug Stop Control Register (DBGSTOPCR) specifies the functional stop in OCD mode. All bits in the register are
regarded as 0 when the MCU is not in OCD mode.

26.4.3

DBGREG CoreSight component registers

The DBGREG module provides the CoreSight component registers defined in the Arm CoreSight architecture.

Table 2.12 shows the registers. See reference 4. in section 2.13. References for details of each register.

A E LTI E 728 (DBGSTOPCR)IEEEOCDIR I, FRYTHAEE L. HMCUARLFOCDIER Y, HiFasHHFRE

U ER#AL /900

2.6.4.3  DBGREGCoreSight¢B & 7723

DBGREGIEHRIZHTEArmCoreSight 3R - E X I CoreSight A 4 1723
RLI2EBARTHFHR. BEENFEL13THRNEE L, 8IMFEHNEFHAEESE,

Table 2.12 DBGREG CoreSight component registers
Name Address Access size R/W Initial value
PID4 0x4001_BFDO 32 bits R 0x00000004
PID5 0x4001_BFD4 32 bits R 0x00000000
PID6 0x4001_BFD8 32 bits R 0x00000000
PID7 0x4001_BFDC 32 bits R 0x00000000
PIDO 0x4001_BFEO 32 bits R 0x00000005
PID1 0x4001_BFE4 32 bits R 0x00000030
PID2 0x4001_BFES8 32 bits R 0x0000000A
PID3 0x4001_BFEC 32 bits R 0x00000000
CIDO 0x4001_BFFO 32 bits R 0x0000000D
CID1 0x4001_BFF4 32 bits R 0x000000F0
CID2 0x4001_BFF8 32 bits R 0x00000005
CID3 0x4001_BFFC 32 bits R 0x000000B1

Table 212  DBGREGCoreSight/A{$ 1723

Name Address BRI KN R/W WMYaE

PID4 0x4001_BFDO 32 bits R 0x00000004
PID5 0x4001_BFD4 32 bits R 0x00000000
PID6 0x4001_BFDS8 32 bits R 0x00000000
PID7 0x4001_BFDC 32 bits R 0x00000000
PIDO 0x4001_BFEO 32 bits R 0x00000005
PID1 0x4001_BFE4 32 bits R 0x00000030
PID2 0x4001_BFES8 32 bits R 0x0000000A
PID3 0x4001_BFEC 32 bits R 0x00000000
CIDO 0x4001_BFFO 32 bits R 0x0000000D
CID1 0x4001_BFF4 32 bits R 0x000000F0
CID2 0x4001_BFF8 32 bits R 0x00000005
cID3 0x4001_BFFC 32 bits R 0x000000B1

26.5 OCDREG Module

The OCDREG module are only accessible by the On-Chip Debug (OCD) emulator. OCDREG is implemented as a

CoreSight-compliant component.
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2.6.5 OCDREG Module

OCDREGHEHR R BEH / LA (OCD) A E281A18l, OCDREGH LI A
CoreSight-compliant component.
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Table 2.13 lists the OCDREG registers.

Table 2.13 OCDREG registers
Name DAP port Address Access size R/W
MCU Status Register MCUSTAT Port 1 0x8000_0400 32 bits R
MCU Control Register MCUCTRL Port 1 0x8000_0410 32 bits R/W

Note: OCDREG is located in the dedicated OCD address space. This address map is independent from the system address map.

2.6.5.1 MCUSTAT : MCU Status Register

Base address: CPU_OCD = 0x8000_0000
Offset address: 0x400

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: | — — — — — — — — — — — — — — — —
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DBGF CPUS
. SECD BOOT CPUS
Bit field: | — — B | UNGE | “vo — — — — — — — — | TOPC | [tep —
N LK
Value after reset: 0 0 10" 10" 10" 0 0 1 0 0 0 0 0 10" 1/0" 0
Bit Symbol Function R/W
0 — These bits are read as 0. R
1 CPUSLEEP Sleep mode status R
This bit is unpredictable when the MCU is in Software Standby mode, Snooze mode, or
Deep Software Standby mode.
0: CPUis notin Sleep mode
1: CPU in Sleep mode
2 CPUSTOPCLK CPU clock status R
This bit is unpredictable when the MCU is in Deep Software Standby mode.
0: CPU clock is not stopped.
1: CPU clock is stopped.
73 — These bits are read as 0. R
8 — These bits are read as 1. R
10:9 — These bits are read as 0. R
11 BOOTMD Boot mode status R
0: Device is not in Boot mode
1: Device is in Boot mode
12 DBGFUNCEN Debugger status R
0: Debugger connection is not available
1: Debugger function is enabled
13 SECDBG Secure Debug status R
0: Secure Debug is not available
1: Secure Debug is available
31:14 — These bits are read as 0. R

RA4E1 R F 2.CPU
#2.135H T OCDREGEH Z8%,
Table 2.13 OCDRERG registers
Name wma Address BRI R/IW
MCUREEF 728 MCUSTAT Port 1 0x8000_0400 32 bits R
MCUIEHI & 1728 MCUCTRL Port 1 0x8000_0410 32 bits R/W
Note: ~ OCDREG{iF & FHBRIOCDHILZS B8], ZihikBRETIR I F R HAEBR ST,
2.6.5.1 MCUSTAT: MCUREEHF2s
Base address: CPU_OCD = 0x8000_0000
Offset address: 0x400
Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: — — — — — — — — — — — — — — — —
EEGEHE: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
DBGF CPUS
. SECD BOOT CPUS
Bit field: | — — BG | UNCE | “np — — — — — — — — | ToPc | Vegp | —
N LK
EEEHE: 0 0 10" 10" 10" 0 0 1 0 0 0 0 0 10" 1/0" 0
Bit Symbol Function R/W
0 — XL 00 R
1 CPUSLEEP FBEIREDVRS R
UMCURFREGFNER. RIEET
REREFNER,
0: CPURRLFIRBRIER1: C
PUL FiRBRIET
2 CPUSTOPCLK CPUBYHIRTS R
YMCURFRERGFNEREN, ZARFA TN,
0: CPUBI#AR{=LE, 1: CPU
B {E LE,
7:3 — X LA 0, R
8 — XEEANEA . R
10:9 — XL 00 R
11 BOOTMD 5 FBIARE R
0: HRMFSISERXT: &
#HTFSIRER
12 DBGFUNCEN AR ESIRE R
gq: AR EREAAA: AR ER
13 SECDBG ZEIFRKRS R
0: Z2REAFTTHT: Z2ER
A
31:14 — XLEEAIFE 00 R

Note 1. Depends on the MCU status.
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2.6.5.2 MCUCTRL : MCU Control Register
Base address: CPU_OCD = 0x8000_0000
Offset address: 0x410
Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: — — — — — — — — — — — — — — — CZH_W
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
Bit field: | — — — — — — — |DBRQ| — — — — — — — —
Value after reset: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
7:0 — These bits are read as 0. The write value should be 0. R/W
8 DBIRQ2 Debug Interrupt Request RIW
Writing 1 to the bit wakes up the MCU from low power mode. The condition can be cleared
by writing 0 to the DBIRQ bit.
0: Debug interrupt not requested
1: Debug interrupt requested
15:9 — These bits are read as 0. The write value should be 0. R/W
16 CPUWAIT™2 CPU Wait Setting RIW
Write 1 to assert CPUWAIT, write 0 to dessert CPUWAIT!.
0: Clear CPUWAIT to low
1: Set CPUWAIT to high
31:17 — These bits are read as 0. The write value should be 0. R/W

RA4E1 B F 2.CPU
. 7N =
2.6.5.2  MCUCTRL:MCUIZHIZ 1723
Base address: CPU_OCD = 0x8000_0000
Offset address: 0x410
Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: | — — — — — — — — — — — — — — — CZUTW
EBENE: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit position: 15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
Bit field: | — — — — — — — |DBRQ| — — — — — — — —
EBENE: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Bit Symbol Function R/W
7:0 — XA FIREN A0, 5 ANERN A0, R/W
8 DBIRQ" AR A BTIER R/W
AZAIE N EMCUMBRINFERURER, 7] LUBT 05 ADBIRQIKIEMRIZ M.
0: KRIERFIXAETT: BHREX
FRifT
15:9 — XEEAHIEEN 0, B NER A0, R/W
16 CPUWAIT2 CPUERIRE R/W
B 13RETECPUWALT, E0ZIEHSRCPUWAIT*1,
0: BFRCPUWAITAMR1:
RECPUWAITAS
31:17 — XEEAIREN 0. B NER A0, R/W

Note 1. CPUWAIT is used to prevent the processor from executing code immediately after reset.
Note 2. Access (R/W) to bit is valid only when Debug Level is DBG1 or DBG2.

26.5.3

OCDREG CoreSight component registers

The OCDREG module provides the CoreSight component registers defined in the Arm CoreSight architecture.

Table 2.14 shows the registers. See reference 4. in section 2.13. References for details of each register.

JE1.CPUWAITA T B LE AR 837E & (1 /5 3 BI AT R,
2.2 B HDebuglevelADBG1 3 DBG2AY, XHUMIIARI(RW) A B Ko

2.6.5.3

OCDREGCoreSight4A {4 & 7728

OCDREGIEHRIRHTEArmCoreSightZR48 5 & X B CoreSight 2R 4+ & 7728
RLIABRTTHER, BENE2L13THNESEL, SNFERNFAEESE,

Table 2.14 OCDREG CoreSight component registers
Name Address Access size R/W Initial value
PID4 0x8000_0OFDO 32 bits R 0x00000004
PID5 0x8000_0FD4 32 bits R 0x00000000
PID6 0x8000_0FD8 32 bits R 0x00000000
PID7 0x8000_0OFDC 32 bits R 0x00000000
PIDO 0x8000_0FEO 32 bits R 0x00000004
PID1 0x8000_OFE4 32 bits R 0x00000030
PID2 0x8000_OFE8 32 bits R 0x0000000A
PID3 0x8000_0FEC 32 bits R 0x00000000
CIDO 0x8000_OFFO0 32 bits R 0x0000000D
CID1 0x8000_OFF4 32 bits R 0x000000F0
CID2 0x8000_OFF8 32 bits R 0x00000005
CID3 0x8000_OFFC 32 bits R 0x000000B1
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Table 214  OCDREGCoreSight{A{ F172%

Name Address 10PN\ R/W WMYaE

PID4 0x8000_0FDO 32 bits R 0x00000004
PID5 0x8000_0FD4 32 bits R 0x00000000
PID6 0x8000_0FD8 32 bits R 0x00000000
PID7 0x8000_0FDC 32 bits R 0x00000000
PIDO 0x8000_0FEQ 32 bits R 0x00000004
PID1 0x8000_OFE4 32 bits R 0x00000030
PID2 0x8000_OFES8 32 bits R 0x0000000A
PID3 0x8000_0FEC 32 bits R 0x00000000
CIDO 0x8000_0FF0 32 bits R 0x0000000D
CID1 0x8000_OFF4 32 bits R 0x000000F0
CID2 0x8000_OFF8 32 bits R 0x00000005
CID3 0x8000_0FFC 32 bits R 0x000000B1
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2.6.6 CPUDSAR : CPU Debug Security Attribution Register

Base address: CPSCU = 0x4000_8000
Offset address: 0x1B0

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: — — — — — — — — — — — — — — — —
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit position: 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
. CPUD
Bit field: — — — — — — — — — — — — — — — SAQ
Value after reset: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0
Bit Symbol Function R/W
0 CPUDSAO CPU Debug Security Attribution 0 R/W
0: Secure

1: Non-secure

31:1 — These bits are read as 1. The write value should be 1. R/W

Note:  Only secure access can write to this register. Both secure access and non-secure read access are allowed. Non-secure write
access is denied, and no TrustZone access error is generated.
Note:  This register is write-protected by PRCR register.

When Debug level of the MCU is DBG2, by guarding entire EPPB bus, the non-secure access from CPU to debug related
components is completely controlled by the current value of the CPUDSAQO bit. Since this bit is modifiable only when CPU
is in secure state, user must be aware of the CPUDSAR register before using Coresight debug components.

CPUDSAO bit (CPU Debug Security Attribution 0)
Security attributes of register for accessing the debug component of the CPU.
0: Debug component can only be accessed with secure access.

1: There is no restriction on accessing the debug component.

2.6.7 Processing on Error response generated by CPU access

In addition to the specific-error detection specification of the Arm Cortex-M33 processor, this MCU also provides
additional error information which is described in section 14, Buses.

This section describes how to handle the additional error information with no conflict to that of the Arm Cortex-M33
processor.

Table 2.15 shows error detection modules, which are also described in section 14, Buses. These error detection modules not
only provide error information on the bus module, but also notify the processor to trigger the exception handler.

Table 2.15

NMI/RESET Interrupt Bus error status register Error address register
request Error RW register
Slave TZF NMISR.TZFST Bus Fault™ BUS.BUSNERRSTAT.STERRSTAT BUS.BTZFnERRADD
(Hard Fault) BUS.BTZFnERRRW
Slave bus error — Bus Fault BUS.BUSNERRSTAT.SLERRSTAT BUS.BUSnERRADD
BUS.BUSNERRRW
lllegal address — Bus Fault BUS.BUSNERRSTAT.ILERRSTAT BUS.BUSnERRADD
access error BUS.BUSNERRRW

Note 1. A Bus Fault can be treated as HardFault. ARM® Cortex®-M33 Device Generic User Guide in the References section 2.13.
References

To prevent unexpected operation, when handling the exception, additional operation should be added into exception routing.

BusFault when occurred by error detected as shown in Table 2.15:
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2.6.6 CPUDSAR:.CPUIAIR Z £ B+ F 1728

Base address: CPSCU = 0x4000_8000
Offset address: 0x1B0

Bit position: 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Bit field: | — — — — — — — — — — — — — — — —
EBENE: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
Bit position: 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Bit field: | — — — — — — — — — — — — — — — CSP/:JOD
EBENE: 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 0
Bit Symbol Function R/W
0 CPUDSA0 CPURIRZ£E 0 R/W
0: Secure
1: Non-secure
31:1 — XEAWIREN 1. BANER A, R/W

Note: RARRDIFEAEBANZEER. AFRSHAMIERS TGS, BLIERLTNFE, HEFLERTrustZoneihaHIZ
Note:  EEBHPRREGESRIA,
HMCUBIDebug?R 3 IDBG2EY, B RIFENEPPBE L, CPUXTIFINIEXAMHIER £I)R5TEEHCPUDSAOL
FLEIEES, BT ZANECPULTLZERERA B, EItbA P EFERCoresight BB Z B T fRCP
UDSARE 7725,
CPUDSAOfiI (CPUiFit&£E0)
BFiARCPUIRRAHNSESHNTLRE 4,
0: REp@idLeinnifnERta .
1: SHEIRABERIHIEEE RS,

2.6.7  CPUIRIRIFERIHE IR R IE
BR T ArmCortex-M330 B2V E IR NAESS, IEMCURRRHE 14T B4 PRANEMEIRER

o

TN BUNMAIES ArmCortex-M3 34 B ES R AT TN EE IR 15 2o

R2ISBR THIRMRIR, XERRWAEF 14T B4 PHT 7 HER, XEFROMERFREIAERE
HEIRES, REMLERMERERIEER,

Table 2.15
NMI/RESET Interrupt BARIRRESTER RN F 7R
request $HIZRRWE 723
Slave TZF NMISR.TZFST AL BUS.BUSNERRSTAT.STERRSTAT BUS.BTZFnERRADD
(Hard Fault) BUS.BTZFNERRRW
Mk E R — BakrE BUS.BUSNERRSTAT.SLERRSTAT BUS.BUSNERRADD
BUS.BUSNERRRW
JEsE A5 1R) — BrE BUS.BUSNERRSTAT.ILERRSTAT BUS.BUSNERRADD
iR BUS.BUSNERRRW

E1REHPET WM NERE, BE2.13HHIIARMOCortex®-M33i&FBHAAF 18R,
References

ABLEEIMRE, ERAEBRENN, NERERBDEINERINYIRE,
1M B iR AT & A AYBuUsFault, ¥1%2.15FFR:
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e See section 14, Buses for the error information in the corresponding register
e (lear the data in cache for the error address
o Clear the Error Status register in the bus module

e Service exception handling with Arm-guided operation

For a Bus Fault that is not detected in the Renesas-specific error detection module (occurred inside the Arm Cortex-M33
core), see the ARM® Cortex®-M33 Device Generic User Guide to handle this case.

In the system bus specification, there is a specific case for Slave TrustZone Filter, that is, if an error is selected to generate
an NMI, then before the processor handles the Bus Fault exception, NMI with higher priority takes the exception first.
Therefore, use the BusFault handler and not NMI handler to handle this error. In other words, the NMI status should be
cleared but the error status bit should not be cleared to ensure that BusFault captures all the error information.

Figure 2.4 and Figure 2.5 show the recommended flows for NMI handler and BusFault handler for the errors described in
Table 2.15.

OENFEFHETHEIREENE14T, B4
@ SMREFTHEIRMULBIEIE

@5 S ARRPHBIRRNESEH 78
ORSZZFELIE, FESITIRE

S FFRTERenesashi & FE IR MR I E B A BPE (A ETEArmCortex-M33RZHF) , FBEARM®Cor
tex®-M33DeviceGenericUserGuide A B X FiE 5T,

ERFDEITEAH, SlaveTrustZoneFilterB— 1M EEAIZER, BIINRIEIF T HBIRTENMI, BBATEIEELIEB
usFault @ E 281, MAERKRSHINMIKLLIEZEE, Eit, FHABusFaultbBIZFEMASNMILIERIZFERAE I
iR, M= 2, REMNMIRSERNEREBIRIRESA, URBusFaultiBIkFRA $HI1R1E Bo

E2AFE2. 58 T NMIIBFEF I BusFault MBI B RIS, AT BRI IR
Table 2.15.

NMI Slave TrustZone Filter
Error Handler

*Determine the bus master that caused the error BUS.BUSNERRSTAT Read
BUS.DMACDTCERRSTAT Read

NMIMETrustZoneid j£ 28
IR IEIR )

!

“HESHIFIRN S LT BUS.BUSNERRSTAT Read
BUS.DMACDTCERRSTAT Read

No BUS. BUS2ERRSTAT.
STERRSTAT =1
\ 4 Write 1 to the TZFCLR bit
The error occurred on another bus master n ICU'IMICLR
NMI Slave TrustZone Fillter
Error Handler END
Figure 2.4 NMI handling flowchart
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No BUS. BUS2ERRSTAT.
STERRSTAT = 1
A 15 NICUNMICLRFBYTZ
iR AR — M RAEHE FCLRA l
NMI Slave TrustZone Fillter
FEIRMIBFZFEND
Figure 2.4  NMIRERIZEE
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2.CPU RA4E1 R F i

2.CPU

Bus Fault Handler

BUS.BUSNERRSTAT read

BUS.BUS2ERRSTAT.
STERRSTAT =1

Refer to following register
BUS.BTZFnERRRW

Write 1 to STERRCLR
BUS.BUSNERRCLR register

BUS.BUSNERRSTAT.
SLERRSTAT =1

Refer to following register
BUS.BUSNERRRW

Clear CACHE which targeting
to the error

Write 1 to SLERRCLR
BUS.BUSNERRCLR register

Y

BUS.BUSNERRSTAT.
ILERRSTAT =1

Refer to following register
BUS.BUSNERRRW

Clear CACHE which targeting
to the error

Write 1 to ILERRCLR
BUS.BUSNERRCLR register

n = 1: Code Bus
n = 2: System Bus

A

Refer to Cortex-M33 Specification

BEWIENERER

BUS.BUSNERRSTAT read

BUS.BUS2ERRSTAT.
STERRSTAT =1

SELTEME
BUS.BTZFnERRRW

[AISTERRCLRE A1
BUS.BUSNERRCLR register

BUS.BUSNERRSTAT.
ILERRSTAT =1

BUS.BUSNERRSTAT.
SLERRSTAT =1

[ BEUTERR
BUS.BUSNERRRW

SELTERR
BUS.BUSNERRRW

Fi%ﬁ%#‘éﬁ%ﬁi;ESCACHE W [ B IEmEIRAICACHE

MILERRCLRE A1
BUS.BUSNERRCLR register

BISLERRCLRE A\ 1
BUS.BUSNERRCLR register

p ‘

l

C

Bus Fault Handler END

A

BZ i Cortex-M33M5E «
=1 AREBELn=
n1; B C REHIRIBIZIFEND )

Figure 2.5

2.7

BusFault interrupt handling flowchart

CoreSight Cross Trigger Interface (CTI)

As shown in Figure 2.6, the input and output of a Cross Trigger Interface (CTI) interact with each other through four CTM
channels. Input of a CTI can be used to trigger the output of another CTI using the four CTM channels.

Figure25

2.7

TMiBE A 5 —MNCTIR@E .

BusFault R EFibIBIZE

CoreSight 3 X fi & 1% 1 (CTI)
WER2.6FR, XX fAEO (CT) WRmANBEBEIOANTMBERERE, —MNCTINHATBFERIENC

CTIO

CTM

CcTH

\

P TRIGGEROUT

e TR|GGERIN

P TRIGGEROUT

CTIO

P TRIGGEROUT

e TR|GGERIN

CTM

CTH

P TRIGGEROUT

TRIGGERIN

<4

Figure 2.6

CTI System

Figure 2.6 CTI System
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Debug Interrupt Request (DBGIRQ) is controlled by MCUCTRL register in OCDREG module.

Table 2.16 CTI Trigger signals

Number of CTI channel CTITRIGIN CTITRIGOUT

CTIO (Debug common) 0 ACQCOMP 0 —
1 FULL 1 —
2 DBIRQ 2 ETB FLUSHIN
3 — 3 ETB TRIGIN
4 — 4 —
5 — 5 —
6 — 6 —
7 — 7 —

CTI1 (CPU) 0 Processor Halted 0 Processor debug request

DWT Comparator Output 0

Processor Restart

DWT Comparator Output 1

CTIIRQIO0] (Connected to IRQ96)

DWT Comparator Output 2

CTIIRQ[1] (Connected to IRQ97)

ETM Event Output 0

ETM Event Input 0

ETM Event Output 1

ETM Event Input 1

ETM Event Input 2

N[ o|loa|h~|[wW|DN

N[ o|loa|h~|[wW|DN

ETM Event Input 3

2.8 CoreSight ATB Funnel

There is one CoreSight ATB funnel in the MCU. The funnel has two ATB slaves and one ATB master, and it selects the
debug trace source from ETM and ITM to ETB. Figure 2.7 shows the CoreSight ATB connection in the MCU.

IT™

ATB
replicator
N\

ETB

ETM

y
ATB
replicator

TPIU

RA4E1 R F i

2.CPU

A2 P T35 K (DBGIRQ) HOCDREGHIE IR BIMCUCTRLE 17 284% .

Table 216  CTIE{ES

CTLBEE CTITRIGIN CTITRIGOUT

CTIO (Debug common) 0 ACQCOMP 0 —
1 |FULL 1 |—=
2 | DBIRQ 2 |ETBFLUSHIN
3 |— 3 |ETBTRIGIN
4 |— 4 |—
5 — 5 —
6 — 6 —
7 — 7 —

CTH (CPU) 0 | aIEssEiE 0 |AmEEiERER
1 DWTELE 885 tH0 1 WAIRRER
2 DWTLL R 28511 2 CTIIRQ[0] (Connected to IRQ96)
3 | DWTELER SR 2 3 | CTIRQ[1] (Connected to IRQ97)
4 ETME 450 4 ETMEHHIAO
5 |ETME{fFHiH 5 |ETMEHHEAI
6 — 6 ETME 5N 2
7 — 7 ETMEHHEIA3

2.8 CoreSight ATB Funnel

MCURE —~CoreSightATBIF =}, R B PNATBMILFI—PNATBEIL, ©
R, E2.72RTMCURBICoreSightATBIE S,

PR METMANITMEIETBRY R IR

Figure 2.7

CoreSight ATB connection

Table 2.17 shows the ATB slave connection for the funnel.

Table 2.17

ATB slave connection (1 of 2)

ETM

ATB
replicator

y
ATB
replicator

ATB slave number

Connected trace source

#0

IT™M
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ETB TPIU

Figure 2.7 CoreSight ATB connection

R217ET T RIBATBMNEEE,
Table 217  ATBMEiEi&(10f2)

ATBMHLS IR IR

#0 IT™M
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Table 2.17 ATB slave connection (2 of 2)

ATB slave number Connected trace source

RAAET1 R F Fft 2.CPU

Table 217  ATBMEEE (21 9HrI21)

#1 ETM

ATBMHLS EIERIRRERR

#1 ETM

See reference 4. in section 2.13. References for details of the ATB and funnel.

2.9 Break Point Unit

The MCU has Break Point Unit. See BreakPoint unit chapter of reference 1. in section 2.13. References for details about
register description of this module.

210 CoreSight Time Stamp Generator

A CoreSight Time Stamp Generator provides a CPU clock-based timestamp to ITM and ETM.The timestamp is generated
by a 64-bit counter. See reference 4. in section 2.13. References for details.

2.11 SysTick Timer

The MCU has SysTick timer that provides two 24-bit down counters, non-secure and secure counters. The timer can select
SysTick timer clock (SYSTICCLK) or System clock (ICLK).

See section 8, Clock Generation Circuit and reference 1. in section 2.13. References for details.

Note:  SysTick timer counter operation is enabled by signal synchronized with CPU clock. Therefore, the counter might not
operate correctly if the CPU clock is slower than the SysTick timer clock. In other words, clock setting must satisfy
the following: CPU clock = Systick clock (LOCO: 32.768 kHz).

212 OCD Emulator Connection

In this product, the MCU confirms the access permission for Non-secure debug and Non-secure chip resources by checking
Debug level is DBG1 or higher. For full access permission for debug and chip resources, Secure debug level DBG?2 is
required.

Figure 2.8 shows a block diagram of SWD authentication mechanism.
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BEELE13THNEEL, BXATBHIRIHFAEEBMNSEER,

29 HRETT
MCUBHT R &8 7T. 1RZHE2 13 THEEXE N RBTET, XTZERNFESBRNFAREEEE,

2.10  CoreSightAd i8] B4 A 28

CoreSightBY B &L 4 Ak 28 AITMANETMIR B FCPURTBREVET B1 B, BYRIBK 64T ERERE R, EES N HE2.13 T
N&E4, #ESE,

2.1 SysTick Timer

MCUBR B SysTickEERT 28, IREMN24MIERITEES. L2 ITHBNLLITHES, TS0 LUERE
SysTick7E AT 28 B £ (SYSTICCLK) 2% R 4 BT £ (ICLK) o

BEAEST, HHERBRNFE21ITRNEE1, FESE,

Note:  SysTickiERY 281t EX SR ER SCPURT PRI MIE S B M. Fitk, MRCPURTEILLSysTickE BT 2SASEPIE, 1TERESATAE
EIEMIEIT. 52, NHIRENIUHR U TERMS . CPUBR#=SystickBI#r (LOCO: 32.768kHz) o

212 OCDA&E A28 1E 2

AXFmP, MCUBZAERHIAFR2EIHMIEL 2T ZREIARIRIR
AR ADBGIHE S, W FEHMSHHRNTEIHENE, FELEFIRKHIDBG2,

E282 1 T SWDINIEHLHIRVEE,
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RAAET1 R F Fft 2.CPU

Emulator host
PC

4 )

] To: CPU bus To: CPU debug
SWJ-DP (| || AHBAP ) 4

v

OCD emulator

o
3
Q
o
3
Q
o
3

Q

JTAG/SWD

—p| APB-AP [ OCDREG

Debug level
DLM state (DBGO, DBG1, DBG2)

v

- J

KEIER M
PC

] T CPURL Z: CPURAIR

» F N

WGBS »| SWIDP =y AHBAP
s A
JTAG/SWD
L »| APB-AP || OCDREG

JAid4&5 (DBGO. DB
G1. DBG2)

DLM state

v

- J

Figure 2.8 SWD Authentication mechanism block diagram

Three levels of debug capability are available, DBG0O, DBG1, and DBG2, which correspond to the Device Level
Management (DLM) states. When debug level is DBGO, access to debug components and system bus from OCD emulator is
not permitted. When debug level is DBG1 or DBG2, the corresponding non-secure or secure debug components and system
bus can be accessed from the OCD emulator. See Table 2.4 for more information about debug levels.

2121 DBGEN

After the OCD emulator gets access permission, the OCD emulator must set the DBGEN bit in the System Control OCD
Control Register (SYOCDCR). In addition, the OCD emulator must clear the DBGEN bit before disconnecting it. See
section 10, Low Power Modes for details.

2.12.2 Restrictions on Connecting an OCD emulator

This section describes the restrictions on emulator access.

2.12.2.1 Starting connection while in low power mode

When starting a JTAG/SWD connection from an OCD emulator, the MCU must be in Normal or Sleep mode. If the MCU is
in Software Standby, Snooze, or Deep Software Standby mode, the OCD emulator can cause the MCU to hang.

21222 Changing low power mode while in OCD mode

When the MCU is in OCD mode, the low power mode can be changed. However, system bus access from AHB-AP is
prohibited in Software Standby, Snooze or Deep Software Standby mode. Only SWJ-DP, APB-AP, and OCDREG can be
accessed from the OCD emulator in these modes. Table 2.18 shows the restrictions.

Table 2.18 Restrictions by mode (1 of 2)

Figure 2.8 SWDIAENHIAEE
RE=1R5891818E1, DBGO. DBG1FIDBG2, EAIXE FDevicelLevel

BEDLMPRES. HiEAKFIDBGORY, FAFMOCDIEAESRHPIFIRAHMAR S L, HiFIKKINDBGIED
BG2HS, BILUMOCDIFERIFIOMENNIEZeHZLRARNAGNALESE, BERARRINNEZEE, BHSLR2.
4

2.121 DBGEN

OCDIEIUBI AT IH N IR /G, OCDIZIMBZH NI E SystemControlOCDAHHIDBGEN(iL
1=HIZZ23(SYOCDCR), Ith4h, OCDIAE S MIERTFFiEiE 2 5I/APRDBGEN L. BXIFMEE, HBNE10
T, RIFEE,

2122  EERBERIMESEIRES!

KN B HERRFIRIRIRS.

21221  ARIDFERNTHGEER

MOCDITE 2B EITAGSWDERRY, MCUMA T IEE HEERIEN, MWRMCUL TR, SREICRERTF
FHIRIC, OCDIAEZRAIRER FHMCUE,

21222  TTOCDIERI T EHRRINFERT

LUMCULLFOCDIETEY, AILUERRIGERER. B2, EHHEFV. REIRENGHFVERT, ZIEMAHB
Eégjiﬁfﬂ%éﬁ%é)%o EXLEELT, REEMOCDIAE2RIAIRISWI-DP. APB-APFIOCDREG, *®2.18E R T XLk
IO

Start OCD emulator Change low power Access AHB-AP and Access APB-AP and
Active mode connection mode system bus OCDREG
Normal Yes Yes Yes Yes
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Table 2.18  #&E3LPRHI(10f2)
BEhERIBERINEE BERIhFEER Bl AHB-APH1 R 4 ihiRlAPB-AP#
= = B OCDREG
Normal Yes Yes Yes Yes
RO1UH0929EJ0100 Rev.1.00 ENESAS H78T, H14517

Sep 15, 2021




RA4E1 User's Manual

2.CPU

Table 2.18 Restrictions by mode (2 of 2)
Start OCD emulator Change low power Access AHB-AP and Access APB-AP and
Active mode connection mode system bus OCDREG
Sleep Yes Yes Yes Yes
Software Standby No Yes No Yes
Snooze No Yes No Yes
Deep Software Standby No Yes No Yes

RA4ETRF FAf 2.CPU

Table 2.18  #Ez{fR#HI(20f2)
BThERIBIERIIRE B EThaEE IHIEIAHB-APHI &4 ihiEl APB-APHI

TapiEst iz B4 OCDREG

Sleep Yes Yes Yes Yes

MG No Yes No Yes

Snooze No Yes No Yes

REREEN No Yes No Yes

If system bus access is required in Software Standby, Snooze, or Deep Software Standby mode, set the MCUCTRL.DBIRQ
bit in OCDREG to wake up the MCU from the low power modes. Simultaneously, by asserting the MCUCTRL.DBIRQ bit
in OCDREG, the OCD emulator can wake up the MCU without starting CPU execution by using a CPU break.

2.12.2.3
1.
2.

Connecting sequence and JTAG/SWD authentication

Connect the OCD debugger to the MCU through the JTAG or SWD interface.

Set up SWI-DP to access DAP bus.
In the setup, the OCD emulator must assert CDBGPWRUPREQ in the SWIDP.
Control Status Register, and then wait until CSDBGPWRUPACK in the same register is asserted.

3. Set the APB-AP to access OCDREG. This APB-AP is connected to DAP bus port 1.

Set MCUCTRL.CPUWAIT = 1.

5. Confirm the debug capability of device by reading MCUSTAT:

6.
7.
8.

e [f Debug function is prohibited, this device is not able to debug.

e If Debug function is enabled and secure debug is not available, only non-secure debug is available.

e If Debug function is enabled and secure debug is available, full debug functions are available.

If Debug function is available, set debug-related register then clear MCUCTRL.CPUWAIT = 0.

Set up the AHB-AP to access the system address space. The AHB-AP is connected to DAP bus port 0.
Set SYOCDCR.DBGEN to 1.

Start accessing the CPU debug resources using the AHB-AP.

Note:  Debug level is determined by the current DLM state of product.

213 References

1.

ARM®vS-M Architecture Reference Manual (ARM DDI 0553B.a)

2. ARM® Cortex®-M33 Processor Technical Reference Manual (ARM 100230)
3.
4
5

ARM® Cortex®-M33 Device Generic User Guide (ARM 100235)

. ARM® CoreSight™ SoC-400 Technical Reference Manual (ARM DDI 0480G)
. ARM® CoreSight™ Architecture Specification (ARM THI 0029E)
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MRERGEFV.. FEGREHNGFVNRER TEERASLIAR, MIEEOCDREGHBAIMCUCTRLDBIRQL LUEM
CUMIRIhFEE P iEg, [, @i BE{IOCDREGHAMIMCUCTRLDBIRQL, OCD{AE 28 A] LATE AMERACPURRIES

EICPULITRYIB R FIEEEMCU,

2.12.2.3 IR A ITAGSWDIAIE
1383 ITAGESWDZE [ OCDIAIR B iEZE EIMCU,

2% BESWI-DPIBIRIDAP S £,
FIRER, OCDIHFERHNIIESWIDPH EBACDBGPWRUPREQ,
BHRESHFR, AEEFE—FFPHICSDBGPWRUPACK# TS,

3 FAPB-APIZE /91K RIOCDREG, LEAPB-APEIZEIDAPELLIHO,
4. Set MCUCTRL.CPUWAIT = 1.
53833 IREXMCUSTATHIIA IR & BV IK BE /T :
Q@R DebugThBEMW R IE, MAIGETAER,
@UIREFA T Debugige B8 EZ 2K, MReE#HTIEL LR,
@ UIREFA T DebugthgeH BRI UMER R 2IEE, NI UERFEIERINEE.
WRDebugtgerl B, KB IRIXEXFEFRABBFRMCUCTRLCPUWAIT=0,
618 BAHB-APIFRI R Gilthtit =S (8], AHB-APEZFIDAPE %0,
7% SOOCDCRDBGENIZE A1,
8. FFta1E A AHB-APIHRICPUIE I & TR
Note:  TEIXRANH™ R L FIDLMKERE,
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3. Operating Modes

3.1 Overview

Table 3.1 shows the selection of operating modes by the mode-setting pin. For details, see section 3.2. Details of Operating
Modes. Operation starts with the on-chip flash memory enabled, regardless of the mode in which operation started.

Table 3.1 Selection of operating modes by the mode-setting pin

RA4E1 A F Fif 3BREELR

3. RBMFERI

3.1 Overview

FINEBRTEIRNKESIERN TR, BXFAER, BBH%E3.2T. LEFE
Re TIRIBEUAMREINFSG, BRIFBaMBRR LRAEFEFE.

Table 3.1 BEiF RN IR B S LEFE TR

Mode-setting pin (MD) Operating mode On-chip Flash
1 Single-chip mode Enable
0 SCI / USB boot mode Enable

Mode-setting pin (MD) BIEER On-chip Flash
1 Single-chip mode Enable
0 SCIUSBIEENER Enable

3.2 Details of Operating Modes

3.2.1 Single-Chip Mode

In single-chip mode, all I/O pins are available for use as input or output port, inputs or outputs for peripheral functions, or as
interrupt inputs.

When a reset is released while the MD pin is high, the MCU starts in single-chip mode and the on-chip flash is enabled.

3.2.2 SCI Boot Mode

In this mode, the on-chip flash memory programming routine (SCI boot program), stored in the boot area within the MCU,
is used. The on-chip flash, including code flash memory and data flash memory, can be modified from outside the MCU by
using a universal asynchronous receiver/transmitter (UART) SCI. For details, see section 40, Flash Memory. The MCU
starts in SCI boot mode if the MD pin is held low on release from the reset state.

3.2.3 USB Boot Mode
In this mode, the on-chip flash memory programming routine (USB boot program), stored in the boot area within the MCU,
is used. The on-chip flash, including code flash memory and data flash memory, can be modified from outside the MCU by

using USB. For details, see section 40, Flash Memory. The MCU starts in USB boot mode if the MD pin is held low on
release from the reset state.

3.3 Operating Modes Transitions

3.3.1 Operating Mode Transitions as Determined by the Mode-Setting Pin

Figure 3.1 shows operating mode transitions determined by the MD pin settings.
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32 BFEERIANEFEAREER

3.2.1 Single-Chip Mode
TREAVRKT, FAEIOSIMEE BERmASAELH GO, SMNETHREMNRASREL, SAIERETE .
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EXMERT, EEEFEMEEMCUSISKIEPRA ENEFERIEZFIRE (SCI5IS1ER) » A LERE, SENAEREN

$ENE, FJLUBEGRIERA RS EWAIXSE (UART)SCCMAMCUIMB#ITER. BXIFAMER, BSHFE40T,
N, MRMDSIHITEME MRS EBESREFRET, WMCULUSCBIRILE R,

3.2.3 USBERTHET

EXMRIT, ERFEEMCUSISXEPFIA ENERIEFIE (USBSISIER) o A LAE, BIEHRIBNTE
HHENTF, FILUBEUSBMMCUSMB#ITIEN, BXIFAER, BSHE40T, HEF. WRMDSIBEMELR
SEBEIREFREBET, WMCUEUSBSISERX TREE.

3.3 BRI
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RA4E1 A F Fif 3BREELR

- MD = 1 and release RES pin
- Release POR

Single-chip mode

RES pin or

POR occurs MD =0 and
release RES pin

RES pin or POR occurs

SCI boot mode
USB boot mode

MD=1HFEMRESS| FIFETRPOR

/

Single-chip mode

RESSIMIZKPORE L

RES3|BIkP

ORKRE MD=0FFEHIRES
5| Bt

SCIFHET
USBBohiE=

Figure 3.1 Mode-setting pin level and operating mode
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4. Address Space 4.

The MCU supports a 4-GB linear address space ranging from 0x0000 0000 to OxFFFF_FFFF that can contain both program

and data. Figure 4.1 shows the memory map.

OXFFFF_FFFF

0xE000_0000

0x6800_0000

0x6000_0000
0x4080_0000
0x407F_C000

0x407F_0000
0x407E_0000

0x4018_0000

0x4000_0000

0x2800_0400
0x2800_0000
0x2002_0000

0x2000_0000
0x0800_2000
0x0800_0000
0x0100_A300

0x0100_A100

0x0100_81B4
0x0100_80F0

0x0008_0000

0x0000_0000

System for Cortex®-M33

Reserved area*?

External address space
(Quad SPI area)

Reserved area*?
Flash I/O registers

Reserved area*?

Flash I/O registers

Reserved area*?

Peripheral 1/O registers

Reserved area*?

Standby SRAM
Reserved area*?

SRAMO

Reserved area*?
On-chip flash (data flash)
Reserved area*?

On-chip flash (option-setting memory)

Reserved area*?

On-chip flas